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Zoosh emerges as a rival to NFC

You’ve heard it a hundred times before, but Near Field Communications 
(NFC) is going to change the way we pay for things. The technology, which 
enables the contactless exchange of data, may be touted for greatness but 
currently only a handful of phones (Google, Samsung’s Nexus S, Nokia’s 
Astound) are readily available with NFC technology built in. 
 
And now there’s a competitor on the scene.  
 
A start-up company called Naratte ((Japanese for “learning” and pronounced 
like karate with an ‘n’) have designed a product to rival NFC phones, named 
Zoosh. The US-based firm says that Zoosh can simulate the effects of NFC 
using any phone with a microphone and loudspeaker - making and receiving 
payments by harnessing the incredible potential of ultrasonic sound waves. 
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What has this got to do with smart cards, identity and security I 
expect you're wondering? Well it's because things like smart phones 
and tablet computers have become a part of our life. A few weeks 
ago we were doing the tourist bit in Paris, at the Moulin Rouge the 
doorman was busy searching for cameras, why waste your time, just 
about everybody there had a smart phone and have you ever seen a 
smart phone without a camera? 
 
The thing is that these smart phones and tablets have confused the 
boundary between business and domestic life. Everybody wants to 
use their phone (or tablet) as a tool to do both. Please can I have my 
corporate email on my iPad so that I can check my email while 
playing Tap Zoo? You haven't got it yet? Oh boy it's addictive, the 
email that is! 
 
Now to the more serious side, so here we have it, industry leaders 
combining business and pleasure on their mobile phones and tablets. 
Should they (we) be worried? You bet they should because malware 
can exist just as well in this portable world as the old fashioned PC or 
even desk top if you still have one. I keep on asking the question, if 
these mobile devices are so insecure why don't we hear a lot more 
about malware? 
 
The truth is that it is just starting to happen, Google over the last few 
months has had to withdraw about 50 infected Android applications 
but not before they had been downloaded 10s of thousands of times. 
There is a fundamental law here, if you allow an open system it will 
get malware. The IT departments of course know this and they are 
hanging on to executive control of the phone for dear life, the user 
meanwhile wants to do his thing whatever that might be. 
 
So where is all this going to end up? It is clear that unless you have 
spent the last couple of years on some desert island that the user is 
going to win this game. Do you remember on inauguration that 
Barack Obama was told to give up his Blackberry by the security 
service specialists? He kept his phone so it can be done it's all about 
behaviour. They all say it, don't keep sensitive data on your phone, 
don't do things with it that might expose your work (or your private 
life come to that). Actually all these things are actually quite easy to 
achieve and you can do wonders with a cryptographic MicroSD card, 
secure email, secure data storage, the list is endless. Ah yes I was 
forgetting that the iPhone doesn't have a MicroSD card but there are 
other ways. 

Our Comments 

Dear Subscribers, 
 

We are in a new world, just this week I was 
standing behind a guy who was using his new 
iPad 2 as you or I might use a camera. Photos of 
his girl friend with Trafalgar Square in the 
background, I don't know why it just seemed so 
strange and of course although it was a cloudy 
day you could barely see the screen, well from 
where I was anyway. 
 

Editorial 

Disclaimer 
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Patsy Everett
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The thing is that the most vulnerable part of most information systems are the users, it's no good having 12 
digit passwords if people have to write them down. You have to create a security culture, people have to want 
to get it right and apply just the basic techniques well. If sensitive data is encrypted for storage and 
communications with a sensibly chosen password then really you don't have to worry.  
 
Then you just have to ask why is it so many people lose their laptop or memory stick with some unbelievable 
data base stored in plain text, medical records, HR records, Prison records, you name it because its all 
happened in the last couple of years. 
 
So part 2 of the plan has to challenge where the aggregated data is stored, surely not on the iPad, roll on 
Cloud Computing. I know it's a buzz word but you know what I mean! And then dear readers we get around 
to it, how do you adequately authenticate a user with an iPad? A MicroSD card will do nicely thank you, oh 
but we haven't got a slot! 
 
Patsy & David. 
 

 
 

Source: www.smartcard.co.uk/calendar/ 
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Zoosh emerges as a rival to NFC…. Continued from page 1
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Instead of relying on NFC chips, Zoosh transmits data between devices using fast, secure, short-range sound 
that only dogs, dolphins and, erm, frogs could hear. Naratte’s technology uses algorithms to convert sound into 
digital transaction IDs that can be passed securely between devices. Essentially, it works in the same way as 
NFC – the individual waves their phone next to a Zoosh-friendly in-store reader and a transaction is made 
within seconds.  
 

One of Zoosh’s unique strengths is that it can work without a data connection and the set-up time for 
communication is extremely fast. Also, and perhaps most importantly, it’s cheap. No additional hardware is 
required on the mobile devices and point-of-sale terminals can be fitted for about $30, compared with $850 for 
NFC. In terms of ease and accessibility, Zoosh seems to be winning the battle.  It can be rolled out as a 
download on most existing mobile handsets. 
 
Naratte announced that Zoosh can be used for obtaining discounts from loyalty cards. The company doesn’t 
intend to turn Zoosh into a consumer brand. Instead, it plans to work alongside others who are already 
involved in payment applications. The product has been adopted by SparkBase, a processor of white-label 
loyalty and store-value cards in a mobile wallet application called PayCloud. 
 
But NFC isn’t dead in the water. Not by a long chalk. It’s got major backing from Google and other financial 
institutions and it boasts some practical advantages over Zoosh as well. For one, the user doesn’t need to 
activate any software or play any files to use the phone for a transaction.  
 
So can the technologies co-exist? 
 
Time will tell. Zoosh has a challenging year ahead. First it must convince retailers that it’s a better alternative to 
NFC, yet when NFC arrives, Zoosh will have to reposition itself as a complimentary technology. From a 
technical standpoint it’s impressive, but how effectively will it deliver an aggressive marketing strategy? 
 
Even if NFC is a success, it will take a long time before the technology is built into every phone. That gives 
Naratte a headstart at promoting Zoosh and its low-cost integration options for merchants. 
 
By Tom Tainton, Smartcard & Identity News 
 

World News In Brief

INSIDE Secure and ZTE to bring 
NFC Phones to GSM and 3G 
Networks 
 

INSIDE Secure announced its partnership with 
ZTE Corporation to integrate INSIDE's NFC 
technology into ZTE's GSM and next-generation 
TD-SCDMA Android OS based smartphone 
platform.  
 

INSIDE and ZTE are creating the NFC solution 
based on the INSIDE MicroRead NFC controller 
and the companion Open NFC protocol stack. The 
solution will enable consumers in China and 
elsewhere to use ZTE 3G smartphones for a broad 
range of secure NFC applications, including 
payments, transportation, loyalty, ticketing and 
access control.  
 

A third-generation product that sets a new standard 
for ease of integration, the MicroRead NFC 
controller offers a broad range of NFC options and 
provides the capacity to implement any secure 
element, including SIM, SE or SD card, to support 
any business model. 

ANZ Says No to Contactless  
 

In March this year, Australia's ANZ Bank had 
teamed up with Visa to pilot an iPhone case that 
turns the handset into a contactless payments 
device. However, ANZ has revealed that the pilot 
project has failed to live up to its expectations, and 
that the bank will not pursue contactless, phone-
based Near Field Communication (NFC) payments 
in future.  
 

The four week trial saw 50 participants from the 
Sydney and Melbourne offices of the two companies 
given a secure microSD memory (Fidelity In2Pay) 
card that hosts a pre-paid ANZ account that can be 
topped up over the internet. It would enable them 
to make payments of under A$100 at the point of 
sale by waving the phones against contactless Visa 
PayWave readers that were already installed at over 
20,000 outlets across the country. 
 

ANZ Bank told the MicroSD card system used in 
the trials didn’t measure up to the bank’s needs, 
reports ZDNet Australia. 
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UkashOut for Secure Payments 
 
Ukash is bringing the new UkashOut MasterCard 
payment option, using which consumers can convert 
their electronic money back to cash safely and 
securely. Users can "close the loop" on eMoney 
payments by loading their cash onto an UkashOut 
MasterCard using their Ukash vouchers.  
 
Consumers can use the prepaid, re-loadable 
MasterCard anywhere to get cash out from any 
ATM that contains the MasterCard logo. The 
UkashOut MasterCard can only be bought and 
loaded with Ukash vouchers or cash from over 
420,000 points of sale across the 6 continents. It is 
available in either GBP, US$ or Euros and 
customers are only able to hold one UkashOut 
MasterCard per currency.  
 
UkashOut also offers additional security by 
providing a full KYC (Know Your Customer) 
process to obtain the UkashOut MasterCard by 
post. 
 
Scandinavian Airlines to Issue NFC 
Stickers  
 
Scandinavian Airlines (SAS), will distribute passive 
contactless stickers to 50,000 of its most loyal 
customers - EuroBonus Gold members, starting 
September 2011. The fliers can use the NFC stickers 
to check-in faster at the airlines self-service kiosks, 
lounges and gates.  
 
Kristine Mayer, strategic project manager at SAS and 
project manager of the Smart Pass service said: "the 
airline could easily offer the Smart Pass application 
to customers with full NFC phones when more 
handsets become available. At the moment, the 
availability of mobile phones equipped with NFC is 
low in Scandinavia. When the NFC mobile market is 
ready, it is a natural step that SAS Smart Pass is 
integrated in the mobile".  
 
SAS has conducted a three-month trial that ended in 
April, using contactless stickers with about 100 
frequent fliers. Since 2009, the Sweden-based airline 
has offered mobile boarding passes using 2-D bar 
codes, in connection with its SMS check-in service. 
 
MasterCard Gets Its First TSM 
Partner 
 
MasterCard Worldwide has announced its first 
partnership with a trusted service manager, (TSM) 
Cassis International. 

The partnership will help MasterCard's 
"streamlined" system to personalise PayPass 
contactless applications on NFC mobile phones 
from different worldwide issuers.  
 
The provisioning system called 'MOTAPS' (Mobile 
Over-the-Air Provisioning Service) sets up a 
standardised way to collate customer payment 
account data to be delivered directly over-the-air to 
secure elements in NFC smartphones. Cassis will 
deliver the account data securely to the secure chips, 
which can be either SIM cards, embedded chips or 
possibly other secure elements in NFC phones.  
 
'MOTAPS' is designed to make it easier for 
consumers with MasterCard branded credit, debit or 
prepaid accounts to request having PayPass 
applications personalised over the air to their 
phones. It would speed up the PayPass applications 
process work, as no longer will the MasterCard and 
banks need to manually set up the account data to 
be downloaded to mobile phones. 
 
Released: A Secure Roadmap for E-
ticketing in Latin America  
 
KSW Microtec AG, one of the global leaders of 
RFID components and inlays for secure cards and 
eDocuments, has displayed a secure roadmap for e-
ticketing and eID cards for the Latin American 
market at the 2011 ID WORLD Rio de Janeiro.  
 
KSW Microtec's Chief Technology Officer, Carsten 
Nieland has talked about the company's new 
revolutionary generation of prelaminates, Thinlam 
with its proven advantages for RFID-based ticketing 
and its potential for merging with applications for e-
government and e-payment security.  
 
As Carsten Nieland points out, "Thinlam will be 
introduced for the first time to the Latin American 
region and the timing could not be more relevant 
given the fact that Brazil will soon host two of the 
world's most important and largest sporting events - 
the 2014 FIFA World Cup and the 2016 Olympic 
Games". The RFID-based integrated ticketing will 
be introduced to get efficiency and optimise security. 
 
RIC (Registro de Identidade Civil) or the Civilian 
Identity Registry numbering system will also be 
started in Brazil, which is directly linked to the new 
Brazilian ID card standard for the incorporation of 
high security features through RFID.  
 
KSW has received large-volume orders and is 
producing millions of ticket inlays to meet the 
demand, indicating a sustained increase for RFID 
based eTicketing projects in Latin America. 
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Unlocking Prepaid Growth
By Ray Stanton, Managing Director of SCL  

The global prepaid market is predicted to achieve a Compound Annual Growth 
Rate (CAGR) of 22%; reaching estimated load values of $840 billion by 2017 
according to MasterCard. Within this timeframe, the European prepaid market 
is expected to grow to $156 billion. 
 
But what are the key developments driving this growth?   
 
At SCL, we believe that faster, more cost effective and convenient sales 
platforms will help boost traditional markets such as gifting. Growth will also be 
strong in the travel sector with the continued expansion of travel money cards 
as high street travel agents, retailers and banks seek to take advantage of 
changing consumer attitudes towards carrying cash or using their credit/debit 
cards abroad.   

Additionally, the roll-out of financial prepaid services and benefit cards, as well as through new contactless-
driven opportunities in vertical markets including access and event management, will further fuel many new 
and as yet unexploited opportunities. 
 
Stimulating Gifting Success 
 

For consumers, gift cards are all about convenience.  For retailers, they’re about generating footfall and 
increasing retail revenue.   To ensure both requirements are met, cost effectively and efficiently, shopping 
centres need dedicated prepaid card sales systems that are flexible, reliable and, most importantly, that make 
gift cards fast and easy to sell.  Basically, the more intuitive the system, the more sales-focused concierge staff 
become.   
 
This is confirmed by many of SCL’s customers, including Westfield, one of the world’s largest retail property 
groups.  In the USA, it generates over 500,000 gift card sales annually from 55 American malls using SCL’s 
UltraPoS solution.  Westfield agrees that while flexibility is key to making prepaid a commercial success, 
equally imperative is its ease of use for staff.   
 
Similarly, PerfectCard in Ireland runs some of Europe’s busiest open loop gift card schemes in terms of 
volume and turnover; issuing over 300,000 cards annually.  Its application highlights a key advantage of 
UltraPoS; its ability to manage the whole inventory process.   
 
Recording the exact location and status of all card stock, managers can track every card and who sold them - 
ensuring that nothing goes astray.  This is tied into a stock management system which helps satisfy licensing 
agreements and manages card items across all multiple outlets.  This type of functionality is essential in 
shopping centres where stock levels are monitored remotely in order to manage and reorder cards when 
needed. 
 
Taking Travel Cards Further  
 
Travel is a highly competitive and recession sensitive market, but this summer will see many travel agents rise 
to the challenge; fighting back with operational improvements and enhanced services for the travel consumer.  
Additional services such as Travel Money Cards will be vital in this process.   
 
In Europe, many consumers are attracted to prepaid currency cards because they are simple and convenient to 
purchase and use.  They are also a good way to avoid unfavourable exchange rates and some of the 
transaction fees associated with using credit and debit cards abroad.   
 
Unlike personal bank and charge cards, they are not linked to a bank account and, therefore, pose minimal 
risk to the consumer if lost or stolen.  
 
Travel cards are already proving successful for leading high street travel retails.  A year after their launch, TUI 
Travel UK reported outstanding sales success for its Thomson and First Choice branded Travel Money Cards, 
which are sold and managed using SCL’s UltraPoS software platform.  First year sales exceeded 100,000 cards, 
doubling the company’s original forecast and confirming the growing popularity of prepaid cards with UK 
travellers.     
 

Ray Stanton 
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Creating Financial Enablement  
 

Outside traditional retail channels, prepaid is also playing a strategic role in developing countries’ economic 
growth.  Increasingly used to provide a means for the unbanked to access funds on a card; they are allowing a 
new generation to access electronic-based payments and services.   
 

SCL is already involved in overseas initiatives which involve the sale of general purpose re-loadable cards.  
These cards can be loaded with funds from employers, state and benefit organizations and other authorized 
bodies to provide individuals with a safer and more convenient alternative to carrying and using cash. 
We see this as a growing market for the future as governments and financial institutions seek to make benefits 
and access to financial services available to a larger cross section of previously disenfranchised populations.   
Harnessing Contactless 
 

As contactless becomes mainstream, the wider availability of enabled terminals will drive new applications for 
prepaid.  SCL envisages that this will initially take place in markets where ticketing or voucher systems are 
already in place.   
 

For example, managing events where entrance could be combined with different benefits packages that cover 
food, drink and additional access to specific areas.  Also for corporate, that wish to offer staff access to retail 
benefits both within and outside of the office environment.  
 

Already, summer festival goers are already experiencing contactless bands, badges and bracelets for fast, 
secure access.  It doesn’t take a lot to imagine these devices also allowing prepayment for food and drink in 
advance, removing the need for attendees to carry cash or bank cards.  
 

London 2012 may play a crucial role in evolving new applications around major events as those involved seek 
to speed throughput and service large numbers in as convenient a way as possible.  
 

Only time will tell which markets will prove the most lucrative for prepaid. One thing, however, is clear – 
prepaid is still an evolving industry. Many applications are still in infancy and have a huge potential for 
growth.  By making sales, management and integration of prepaid as easy and efficient as possible, retailers 
and financial institutions will be better placed to exploit these platforms and build on their future success.   
 

World News In Brief

CPI Launch New Secure Dual 
Interface EMV Solution with NXP  
 
CPI Card Group has joined hands with NXP 
Semiconductors to introduce NXP's payment 
solution for its latest secure dual interface EMV 
solution. At present, CPI is the only manufacturer in 
North America to offer the Smart Packaging 
Solutions (SPS) reliable technology for the dual 
interface card construction.  
 
CPI's EMV solution is based on the NXP SmartMX 
dual interface solution with 12K EEPROM 
memory. NXP's SmartMX products have been 
tested in evaluation labs in numerous Common 
Criteria and EMVCo certifications. The devices 
feature advanced security concepts including the 
patented GlueLogic design methodology, dedicated 
hardware firewalls to protect software and data, and 
a comprehensive suite of technologies addressing 
attack scenarios with light and lasers. The SmartMX 
products have also passed Cryptography Research 
Inc's stringent DPA Countermeasure Validation 
Program for smartcards. 

Orange to Put Three New NFC 
Phones for Sale 
 
Orange is set to put three new NFC handsets on 
sale by July 2011. Among the phones that will go up 
for sale includes the new 2G mobile phone from LG 
Electronics (T530), a new version of the Samsung 
S5230 and the previously announced Wave 578 also 
from Samsung Electronics.  
 
In all, Orange France will have 7 to 10 NFC models 
on sale by the end of this year, including one or 
more BlackBerrys from RIM and another 
smartphones supporting Android, said Didier 
Durand, director of mobile contactless services for 
Orange France.  
 
Orange, like many other mobile operators in Europe 
is insisting on embracing NFC technology in mobile 
phones that will support the single-wire protocol 
standard. NFC will enable them to host secure 
applications on their SIM cards. Such NFC phones 
as Google's Nexus S and Nokia's C7 do not support 
SIM-based applications, at least not the current 
Nexus S in market.  
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Moscow in Its Final NFC Trial Phase
 
Moscow airport shuttle service Aeroexpress will be 
starting the second phase of its NFC ticketing trial. 
The test will include the use of NFC chips with 
flexible antennas and stickers as well as NFC 
phones, to enable passengers buy tickets with a 
simple 'tap and go' technology.  
 

The trail is said to be conducted on 200 Aeroexpress 
employees. Moscow airport authority plans to roll 
out the new NFC-based ticketing system in 
Aeroexpress rail service between Moscow central 
train stations and airports Vnukovo International 
Airport, Moscow Domodedovo Airport and 
Sheremetyevo International Airport.  
 

Aeroexpress has appointed the Russia-based 
'Processing Technologies' as the main vendor of the 
project. According to Processing Technologies, 
there are plans to introduce the new system by the 
end of this year, possibly with all major Russian 
mobile operators such as MTS, MegaFon and 
Vimpelcom.  
 
During the first trial phase, held between November 
2010 and January 2011, around 40 participants were 
selected to tapped their Nokia 6212 NFC mobile 
phones on smart posters to buy tickets to 
Sheremetyevo International Airport. They received 
an SMS requesting to confirm the ticket purchase. 
The ticket would then be downloaded to their 
phones via a link to a mobile website. 
 

MasterCard to Start New Zealand’s 
First Ever Contactless Trial  
 
MasterCard Worldwide and ANZ will carry on a 
trial of a new would-be introduced Mobile Phone 
Purchase System in New Zealand. This will be the 
country's first ever NFC-based contactless mobile 
phone payment trial. The system will let customers 
pay for goods and services by simply tapping their 
mobile phones on a NFC-based reader or payment 
terminal.  
 

Under the trial, some ANZ staff will be given either 
a contactless sticker or a memory card enabled with 
MasterCard's contactless PayPass technology. The 
staff can make payments of up to $80 by tapping 
their handsets in front of a MasterCard PayPass 
terminal.  
 

ANZ will have MasterCard PayPass enabled 
terminals available at major merchant locations such 
as Hell Pizza, St Pierre's Sushi and Corporate Cabs 
from July this year. Westpac Stadium and Eden Park 
were the first retail locations to introduce the 
technology in Australia. At present, 311,000 
merchant locations accept PayPass worldwide. 
 

Surrey County Council Fined 
£120,000  
 
Surrey County Council was found guilty of sending 
incorrect e-mail addresses on 3 separate occasions. 
As a result, the Council was fined £120,000 by the 
UK Information Commissioner's Office (ICO) for 
breaching the Data Protection Act.  
 

ICO stated in the first case, "The health and welfare 
information of 241 people had been sent to the 
wrong recipients in an unencrypted e-mail. The 
second misdirected e-mail involved the personal 
data of a number of individuals being mistakenly e-
mailed to more than 100 recipients. The third 
involved the council's Children Services department 
mistakenly sending out confidential information on 
an individual".  
 
UK Information Commissioner Christopher 
Graham said, "Surrey County Council has paid the 
price for its failings and this case should act as a 
warning to others that lax data protection practices 
will not be tolerated". 
 
Global Chipless RFID Tags Market 
To Reach $2 Billion by 2017 
 
Due to the increasing acceptance of the chipless tag 
technology worldwide, by the year 2017, the RFID 
Tags Market will reach $2 Billion, suggests a new 
report by the Global Industry Analysts, Inc.  
 

Analysts see a promising future of the chipless 
technology due to its ability to offer RFID features 
such as track and trace, without the need for real-
time and line-of-sight technology. USA and Europe 
account for a major share of the global chipless 
RFID tags volume sales. In terms of value, Europe 
and Asia-Pacific markets offer the maximum growth 
opportunities.  
 
Small and mid-sized businesses, in particular, are 
likely to adopt chipless tags due to its cost 
effectiveness. Further, the relatively lower emphasis 
on standards, when compared to the need for 
offering Universal Product Code (UPC) or other 
similar tracking systems, is also likely to foster the 
deployment of chipless tags in small and mid-sized 
businesses. 
 
However, the report also state, "despite the 
enormous promise, chipless RFID tags are unlikely 
to comprehensively replace chip RFID in the near 
future. The scenario more likely favours the co-
existence of RFID and chipless tags, replicating the 
successful co-existence of RFID and UPC bar 
codes, in the process providing end-users with the 
best-possible solution". 
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The Mobile Security Conundrum 
By Andy Cordial, Managing Director of Origin Storage 

 
Whilst the range and variety of IT security defences for portable computers - that's 
netbooks and laptops to most people - is excellent, and able to cater for all budgets 
and types of user, it should be apparent to any security observer that the same 
cannot be said for smartphones and tablet computers. 
 
With 45 million iPads already having been sold, and with the prospect of Android 
tablets and BlackBerry tablets also selling in their millions, it's clear that IT security 
professionals working within companies of all sizes have a security problem on their 
hands. 

And this is before we even begin to talk about securing the rising numbers of smartphones in the business 
workplace. 
 
With most business users toting one or more mobile devices with a variety of email, documents and contact 
details in their memories, it should be clear that smartphones and tablet computers should be afforded the same 
levels of security and protection as the laptops and netbooks in circulation. 
 
And the lines between portable computers and mobile devices such as smartphones and tablets are becoming 
blurred. Toshiba already has an Android-based netbook released, and several vendors - notably Acer and 
Lenovo - have laptops running Windows and Android coming down the technology turnpike this summer. 
 
The pressing question facing the hard-pressed IT security manager is how, in the face of a paucity of tablet and 
smartphone-specific security offerings, and a general apathy amongst corporate users, how to get the mobile 
security focus back on track? 
 
According to a just-released major report from the CNCCS - Spain's national cyber security advisory council - a 
general lack of security awareness amongst mobile users and their general carelessness are the two main risk 
factors for smartphones in business. 
 
The conclusions of the June 2011 report (http://bit.ly/kk2x4T) are that, unlike the previous generations of 
mobiles, which are - at worst - susceptible to local Bluetooth hijacking, today's smartphones are subject to the 
same risks as PCs. 
 
New attack vectors, says the report - which was researched by our security colleagues at Panda Security and 
F21Sec - will increasingly be exploited by fraudsters as online banking services use these devices as second 
authentication factors given the current convergence between PCs and cell phones.  
 
Against this backdrop, the research recommends that users take all necessary precautions when opening email 
messages, SMS attachments or clicking links - the latter of which is an entry point for the latest Zeus attacks. 
 
Users should also, says the report, be wary of any files, links or numbers received from unsolicited email or 
SMS messages, and avoid using untrusted WiFi networks. 
 
Most notably of all is the recommendation that firms should take smartphones into account when establishing 
their corporate security policies. 
 
The just-released CNCCS report confirms many of the findings of Origin Storage's survey of IT security 
professionals at April's Infosecurity Europe show, in which we discovered that 41 per cent of IT professionals 
are carrying sensitive information on their smartphones.  
 
Against a backdrop of 19 per cent of respondents revealing their employers had suffered a breach as a result of 
a portable device going missing, and more than half of those respondents revealing that the portable device was 
not encrypted, it is clear that something has to be done. 
 
What was interesting about the results of the survey was 70 per cent of organisations had made data encryption 
mandatory in their businesses, suggesting that many users of portable devices are breaking their own firm’s 
security policy rules in their day-to-day business.  
 

Andy Cordial 
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This apathy also perhaps explains the fact that 37 per cent of respondents admitted that between four-fifths and 
all of their sensitive data stored on their portable devices was unprotected. 
 
It’s interesting to note that this proves the case that we are not just dealing with a few files copied to a portable 
device in a hurry here - perhaps by an employee who is late for an off-site meeting. This is a failing in corporate 
security policies and their implementation. 
 
So what is the solution to the general apathy surrounding the use of portable devices, and especially Internet-
connected devices such as tablet computers and smartphones? 
 
User education, whilst desirable, plainly isn't working, as most corporate users of technology are probably aware 
of the security risks posed by their laptop computer. 
 
This understanding has been driven by years of discussion and education by all parts of the IT industry, not 
least by the resellers and systems integrators that supply this type of kit to most businesses. 
 
Unfortunately for corporate portable device users everywhere, only a handful of those same resellers and 
systems integrators sell tablet computers into the business environment, whilst most are sold to companies 
through cellcos or their dealers. 
 
And, as any mobile user will attest, security is rarely on agenda of the dealers and cellular networks that are busy 
promoting and selling their handsets plus mobile phone contracts. It's a non-starter. 
 
It's against this backdrop that we are left with the stark reality that it will probably take a series of major 
corporate blunders involving sensitive data lost as the result of a lapse of security in a tablet computer or 
smartphone, and for the affected company's reputation and share price to take a consequential battering. 
 
There is nothing like a share price dip of 8 to 10 per cent to focus the attentions of a CEO and CFO, and so 
pressure the IT manager into deploying sound security solutions and practices to stop an incident from ever 
happening again. 
 
The irony of this situation will not go unnoticed amongst those IT professionals reading these words and 
whose experience dates back to the 1990s, when desktop and laptop security was in a similar evolutionary stage 
as mobile security is today, some two decades later.  
 
And whilst today we have regulatory influences such as the Data Protection Act and the PCI DSS rules 
applying to any business that stores personally identifying information card transactions, the fact that the 
Information Commissioner's Office has only rarely prosecuted an organisation for a breach of the DPA, means 
that the stick approach will not work. 
 
So what about the carrot approach? That too, sadly, is also probably doomed to failure, so we are left with the 
need for governance and the tapping of hardware plus software resources to help enforce best practice in the 
mobile security arena. 
 
Here at Origin Storage we have been doing our bit as well, with a one terabyte version of our Data Locker 
secure encrypted hard drive have been selling well since it was launched at the tail end of 2009. 
 
And in the spring of last year, when we released a range of encrypted hard drive kits - allowing computer users 
to installed a drive in their desktop and laptop machines that will encrypt data on-the-fly, and migrate their data 
from the old drive at the same time - we received plaudits from our customers. 
 
But we cannot rest on our laurels, as with the arrival of more and more advanced tablet computers and 
smartphones, it is clear that on-device encryption has to be the way forward. 
 
Supplemented by corporate policies that prohibit the user of mobile devices without encryption - and treating a 
breach of the rules as a disciplinary offence - it is possible to change the habits of UK PLC. 
 
The process will, however, take time. Changing portable device user security behaviour is a task similar to 
steering an giant oil tanker - all changes of course need to be planned some way in advance, but once executed 
can be relied up on to take effect over a period of time. 
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World News In Brief

Turkcell to Have Its Own Android 
NFC Phones 
 
Turkey's largest mobile operator, Turkcell, will 
introduce its own branded NFC mobile phone, 
which happens to be an Android model designed by 
the leading Chinese mobile phone manufacturer 
Huawei.  
 
The smartphone named T20 features a MasterCard 
PayPass application issued by the Turkish bank Yapi 
Kredi. The phone supports the single-wire protocol 
standard, enabling Turkcell to store the PayPass 
application on its SIM card.  
 
The Huawei-made smartphone passed U.S. Federal 
Communications Commission testing in May 2011. 
It is said to carry a NFC chip from NXP 
Semiconductors.  
 
Turkcell launched its first NFC service and mobile 
wallet in April this year, with Yapi Kredi, using the 
Samsung S5230 NFC feature phone that supports 
the single-wire protocol. 
 
Queensland Issued Its 2 Millionth Go 
Card 
 
The Queensland state government created a 
landmark by issuing its 2 millionth go card for its 
contactless ticketing system. The go card is a 
smartcard ticketing system developed by Cubic 
Corporation. The card is currently used on the 
TransLink public transport network in Queensland, 
Australia. The contactless ticketing system has 
already enabled over 3 million trips a week, with 
80% done through go cards, according to Cubic.  
 
To make the moment memorable, Queensland 
Transport Minister, Annastacia Palaszczuk, 
presented a "multiplatinum" plaque to one of the 
top 10 go card retailers in the state.  
 
Palaszczuk said: "We have undertaken significant 
investment across the go card distribution network 
resulting in a 150% growth in the past 18 months. 
The travel data provided by go card is helping us to 
provide more frequent and reliable public transport, 
including 150,000 weekly train seats and 50,000 
additional weekly bus seats we added to the 
TransLink network this month". 
 
 

Sony to Offer Next-Gen FeliCa Chips
 
Sony Corporation will be launching the next 
generation FeliCa contactless IC chip with 
Advanced Encryption Standard (AES) encryption. 
The new IC chip will also support the existing DES 
encryption system for mutual authentication and 
data communication. According to Sony, sample 
Next-Gen FeliCa Contactless IC Chips will be 
shipped this winter, with mass production to start in 
spring 2012.  
 
FeliCa smartcard technology is widely deployed in 
card or mobile phone products for various 
applications including transit and payment involving 
high performance and security issues. The latest 
FeliCa IC chip will have the same command sets as 
the current DES-based FeliCa card system so that 
the FeliCa card with the new chip can easily be 
introduced into existing services. To date, over 500 
million FeliCa cards and mobile phone IC chips 
have been shipped worldwide. 
 
Cardag New BRIDGE Card Certified 
by ITSO  
 
Cardag Deutschland GmbH has been successful in 
attaining full certification for its new BRIDGE card 
by ITSO Ltd, the UK Transport Smartcard 
Standards Organisation, according to the ITSO 
CMD2 specification. In a single card, this combines 
transport functionality with 4K byte MIFARE 
emulation and supports applications such as 
electronic purse, cashless catering, access control, 
library, leisure services, student attendance 
management, taxi use, and a broad range of citizen 
benefits.  
 
"Open flexible multifunction secure transport 
ticketing is a growing trend across the world. The 
ITSO specification facilitates this powerful concept 
in the UK. The potential for focussed special 
designs like the BRIDGE card in schemes based on 
Open Public Transport Standards is enormous" so 
says Dr. Tilo Pannenbacker, Vice President & 
General Manager, Business Line Personal & Object 
ID of Infineon Technologies AG.  
 
Card personalisation bureaus can initialize the 
BRIDGE card ITSO transport function and at the 
same time load the specific local citizen services 
applications including e-purse applications and 
combined staff/transit cards, building access, 
entitlement and much more. 
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Raising the Security Bar 
By Ray Bryant, CEO Idappcom Ltd 

In November 1988, the world of computing was changed forever with the world's 
first worm - the Morris worm - which disrupted around 10 per cent of computers 
hooked up to the internet resources of the day. 
 

Fast forward more than two decades to the present day and we have a malware 
landscape that has altered immeasurably. Arguably more has happened in the last 
couple of years than in those 20 years, with Web 2.0 security threats, social 
networking attacks and all manner of attack vectors becoming an everyday 
occurrence. 
 

Against this backdrop there is a clear and present need to defend an organisation's 
IT platform as never before. And this can only be achieved by raising the security 
bar. 

Although the task may appear to be daunting at first sight, by breaking the enhancement process down into a 
series of stages, the task can made a lot more manageable for the IT department. 
 

Virtually all network traffic these days is TCP/IP-based, and, as a result, conventional threat signature analysis 
can identify a significant proportion of malware, phishing attacks and even the latest evasion techniques and 
hybridised attack vectors. 
 

By hybridise, we mean that a cybercriminal is using more than one attack methodology to achieve their aim. 
They may, for example, use a highly attractive information feed, offers or video files to persuade users to 
`click through' and infect themselves. 
 

All of these advanced attacking emails and program code, however, always have some nefarious purpose at 
their heart, to bring down systems or to steal money, access to money or information, even extract money 
through threat to bring down systems. 
 

There is no such thing as a perfect secure structure; however, what can be done is to ensure that each stage of 
‘inspection’ is working at its optimum level of protection possible. Traffic entering the network has to be 
passed through firewalls as well as Intrusion Protection and Detection devices. Data entering the desktop has 
to be checked on the desktop to prevent malicious code being launched by the user. Patch management is 
essential to ensure weaknesses in applications cannot be exploited and Vulnerability Scans have their place to 
identify weaknesses in what can be vast networks of thousands of desktops. 
 

Virus signatures on desktop Anti Virus applications build on the static digital signature analysis of anti-virus 
applications seen in the late 1980s and 1990s.  The updates to these signatures are now a daily occurrence, 
even hourly. Advances in these applications including behavioural and heuristic techniques have been 
necessary to counter the ever increasing variations in delivery method of malicious code. Ensuring all 
desktops and mobile devices are updated with new software and signature releases is a necessary habit that IT 
has to instil. 
 

It is virtually impossible to detect (as most recently experienced by Sony and RSA) legitimate files that are 
encrypted in transmission and launched when the file is opened. An email with an attached pdf or spreadsheet 
that looks legitimate can launch code as it is opened. The applications have to be patched to prevent this 
happening, which necessitates constant updates to MS Windows, Office, Java, Adobe and many other 
applications. Making sure every device that connects to the network is patched is a major task. Vulnerability 
scanners can ease the task but often just add to it by assuming vulnerability on such a scale that the data is 
impossible to manage.  
 

It is better to stop the attack at entry point rather than look for where it may finish up. Good intrusion 
detection system (IDS) technology works at the entry to a network to analyse the risk of a given data stream - 
no matter what it carries at the time it arrives at the network from external sources. The devices need regular 
updating for code, signatures and configuration.  
 

The ability to balance what is being checked against the throughput is a real need that equates to Risk vs. Cost. 
Just because an intrusion prevention system (IPS) can be costly does not make it superior to other 
technologies - any device needs expert configuration and constant audit to ensure that malicious traffic really 
is being stopped. 

Ray Bryant 
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The reliance on IT to manage our business data and do business with other companies across the globe as 
well as the rapid development of the Internet has created a new risk element. Indeed, this new type of risk can 
be considered more likely to happen than historical risk incidents such as fire and flood.  
 

Modern network appliances are required to handle data throughputs of 10 Gbps - or clusters of 10 Gbps data 
streams. This will result in both an increase in the number of companies attaining these throughputs and those 
already at these levels needing even more in the future. We must therefore start raising the effectiveness of the 
IDS/IPS platform itself.  
 

There has to be a distinction between firewall and IDS/IPS functionality. While in equipment from some 
vendors functions of both are blurred, in general the firewall is there to reject certain types of traffic and 
control which traffic can flow in which direction and from what connections. 
 

The rejection of certain data types from certain sources and the filtering out of suspect data that cannot be 
automatically detected as good or bad will reduce the volume of data being inspected.  
 

Very large volumes of data can be split with the aid of load balancing, with each load having its own Intrusion 
system.  
 

This balanced approach is the security posture that IT security platforms need to adopt when dealing with 
modern high-speed network data streams - reject or slow down undesirable traffic or connections and then 
inspect the remaining traffic for malicious code. 
 

Whilst a sizeable proportion of traffic can be analysed and different categories of streamed data handled 
appropriately, there will always be an underlying risk that evaded, hybridised and zero-day threats will pass 
across the IDS battlefront unchecked. 
 

To counter this, there must be a number of additional stages in threat detection that are carried out. In 
addition, an understanding of the ‘vulnerability’ and the exploit is crucial, as well as the difference between 
security signatures able to recognise vulnerabilities (which may have thousands of variant exploits) and audit 
and vulnerability testing. The latter requires actual exploits to test that the signature really does do what it is 
supposed to. 
 

The recognition that an Intrusion Detection/Prevention device cannot possibly examine all traffic against all 
known exploits is a key to understanding the need for constant auditing and testing of security devices.  
 

The audit must identify malicious code that is not mitigated under test; provide information to ‘tune’ the 
configuration and the signatures being used; and where required it should devise additional rules that are 
applied to fix the issue. The tuning process will take account of the corresponding, acceptable level of 
performance, namely the throughput.  This audit and test of vulnerability has to be individual to your 
network, your equipment and finally to managements risk appetite. 
 

The potential for false positives and false negatives is growing – therefore, the ability to audit and test using 
real threat traffic in the live environment is essential. Ever-increasing volumes of traffic mean that the 
IPS/IDS have to be left to accept or reject traffic automatically. The secret is for this to happen ‘effectively’ 
and ‘in a timely manner’. Then, when suspect data is not immediately recognisable as good or bad, it can be 
quarantined. The ability to audit your live environment with real traffic is capable of increasing the ability to 
mitigate and reduce the number of manual interventions. 
 

These approaches generally involve a high level of resources and possible delay being applied to what may be 
important data. Therefore, our approach here at Idappcom is to raise the bar on the IDS process by providing
the tools to regularly audit and analyse the efficiency of the devices under test. 
 

It is essential to have a constantly updated library of traffic files consisting of recordings of real live exploits 
attacking vulnerable machines as well as good traffic that should be allowed through. By playing this traffic in 
and out of a network security device there can be no doubt about the effectiveness or performance of the 
Firewall/IDS/IPS.  
 

A security signature may be written to detect vulnerability. However, if a single or variants of an exploit can 
beat the signature, it is clear that either a signature is weak or a configuration change needs to be made. It 
should be noted though that some offerings have hundreds of variants of the same exploit when all you need 
is a select few that will test the security rule for the vulnerability. Recent tests by renowned labs have shown 
threats have not been spotted or evasion has not been detected simply because the ‘out the box’ configuration 
had certain functions switched off for performance reasons. 
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A risk analysis will show what the dangers are in balancing detection rates with performance. In most cases, 
unless there is a bandwidth problem, existing devices can be enhanced and performance maintained or even 
improved. 
 

The test/fix/test cycle has many functions. Nevertheless, whichever way you look at it you can see without a 
doubt whether your devices are performing the way they should. It is through audit, vulnerability detection, 
deployment of high quality signatures/rules and the performance tuning of the device that the effectiveness of 
the device(s) can be increased. This raises the bar on effectiveness without massive investments in new 
equipment, which often offer the same level of effectiveness, only faster. 
 

World News In Brief

LaserCard COO Receives ICMA’s 
ACE-M Accreditation 
 
LaserCard announced that Dr. Christopher Dyball, 
Chief Operating Officer at LaserCard (part of HID 
Global) has achieved ICMA's ACE-M accreditation, 
having passed the organisation's Advanced Card 
Education Examination. The qualification is a 
further validation of LaserCard's commitment to 
maintaining and extending the skills and knowledge 
required for advanced card manufacturing.  
 

Dr. Dyball has worked on all stages of development 
and production of LaserCard's ID card solutions, 
including card and manufacturing process design, 
materials selection and equipment specification. He 
earned a Ph.D. in polymer science from Lancaster 
University and a BSc from the National College of 
Rubber Technology, London, England. He holds 
multiple U.S. patents and has published numerous 
articles in peer-reviewed journals.  
 
From 1992 to 1996 Dr. Dyball chaired the ANSI 
NCITS B10 committee, which is responsible for the 
development of card-related standards. He also 
participates, as Document Editor, in ISO standards 
committee SC17/WG9, which prepared the current 
ISO/IEC 11694 series of standards for optical 
cards. 
 

Visa Acquires Fundamo and Signs 
New Agreement with Monitise 
 
Visa Inc. announced acquiring Fundamo, a leading 
platform provider of mobile financial services for 
mobile network operators and financial institutions 
in developing economies. It also announced a new, 
long-term commercial agreement with Monitise plc, 
a leading provider of mobile money solutions for 
financial institutions in more developed geographies. 
 
The combined Visa Fundamo platform will add 
enhanced functionality and new services to existing 
mobile financial services subscribers across Africa, 
Asia and Latin America for safe, reliable and globally 
accepted payments solutions. It will expand the 
utility of closed-loop systems, enable them to be 

interoperable, make financial services available to 
more consumers and offer merchants access to new 
customers. The platform has the potential to 
connect billions of un-banked and under-banked 
consumers to each other and to the global economy. 
 

Visa also signed a new commercial agreement with 
Monitise to expand delivery of mobile financial 
services to banked Visa account holders in 
conjunction with Visa’s financial institution partners. 
 
One key focus of this alliance is the introduction of 
new mobile services to existing Visa account holders 
outside the U.S. that enable electronic payments on 
the go to meet consumers’ daily needs. In addition, 
Monitise and Visa will launch a mobile banking 
solution in the U.S. for clients of Visa DPS, Visa's 
debit and prepaid processing platform. This new 
service is designed to enable Visa clients and 
processing partners in the U.S. to quickly and 
efficiently offer their customers a suite of services, 
such as mobile payments, person-to-person 
payments, mobile transaction alerts and mobile 
marketing offers. 
 

Ericsson’s European Mobile Money 
Network 
 

Ericsson has welcomed mobile phone users of the 7 
European countries namely, the UK, France, 
Germany, Italy, Spain, Poland and Sweden to start a 
new peer-to-peer mobile money transfer service 
across these countries.  
 
Financial transfers will be made over the Ericsson 
Money Interconnect network, which will allow 
different mobile wallet services to "work together, 
cross-system, cross- and across borders".  
 
The 7 European countries are invited to sign up 
online to use this Ericsson Money Interconnect 
network for sending and receiving money across 
phones. Ericsson has already created a Money 
Services division to introduce the service. The 
company also has future plans to extend mobile 
money transfer service across Europe. 
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India to Embrace Chip-and-PIN within 3 Years 
By Suparna Sen, Smartcard & Identity News 

The Reserve Bank of India (RBI) has released a "Report on Securing Card Present 
Transaction for Public Comments". The report includes RBI’s plan to make all 
banks and financial institutions of the country migrate to Chip-and-PIN technology 
within next 3 years. It is to be implemented to combat the rising level of fraud 
committed on India debit and credit cards. 
 
Credit and debit card fraud is a big issue. According to RBI’s 2010-2011 fraud 
report, the banking industry saw frauds worth £1,798,693 (Rs.13 crore) due to lost, 
stolen and counterfeited debit / credit cards. The banks incurred the highest loss of 
£1,134,560 (Rs 8.2 crore) due to counterfeited cards. At present, there are about 240 
million debit cards and 18 million credit cards in circulation in India. 

  Suparna Sen  

The Chip-and-PIN Programme in India is part of a worldwide initiative. Card fraud is a global problem and 
India understands the significance of moving to Chip-and-PIN technology.  
 
According to APACS, the 2004 introduction of Chip and PIN Programme in the UK resulted in £36 million 
reduction of credit card fraud by the first half of 2005. In France a similar PIN system has seen an 80% 
reduction in fraud since its introduction in 1994.   Spain has also seen a £3.9 million fall in card fraud since its 
national roll out of Chip-and-PIN system.  
 
According to the Working Group report, “over 99% of the cards issued in India are magnetic stripe cards”. The 
mag stripe-based credit cards are easy to clone. Using a scanner, fraudsters can easily copy a card’s number, card 
holder name and expiry date to make an endless number of cloned debit/credit cards. Scanners can be bought 
for as little as £500.00.  
 
In March 2011, RBI created a Working Group consisting of banks and card companies to examine the issues of 
implementing the security of card transactions in India, and suggesting a possible road map for migration to 
Chip-and-Pin. The Working Group submitted its report this month, and voted in favour of Chip-and-PIN 
technology.  
 
Indian bankers believe the introduction of Chip-and-PIN will bring down the level of credit card fraud 
considerably. However, there is concern on the increasing cost of installing new payment terminals in various 
retail stores to accept Chip-and-PIN cards. The Working Group report points out that “approximately 90% of 
the existing PoS terminals are enabled to accept EMV chip cards”. In cases where the service code on the card 
does not support the PIN, the PoS terminals will have to be updated with bank identification numbers of all the 
issuing banks India.   
 
The cost to banks changing to EMV cards will rise from around £0.28 per card to £1.20.  The process of 
shifting from magnetic stripe cards to smart cards will take time, as will retail transactions at PoS terminals due 
to the second level authentication needed. 
 
The RBI report is also considering the use of biometric verification as an alternative to PIN, using data 
collected for the ‘Aadhar’ project. In case, smart chip cards are based on biometrics, the ATMs and POS 
terminals will be upgraded to accept biometrics. 
  
‘Aadhar’ project is started by the Unique Identification Authority of India (UIDAI) where fingerprints and 
photographs of Indian citizens are taken to issue unique identity numbers to each citizen.    
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World News In Brief

American Express and foursquare 
Roll Out National Partnership 
 
Following a successful pilot at South by Southwest 
in March, American Express and foursquare 
announce the national rollout of their partnership, 
which enables American Express Cardmembers who 
link their foursquare profiles to their cards to "load" 
and seamlessly redeem merchant Specials without 
the need for coupons, special codes, or showing 
their mobile devices to cashiers. This unique 
functionality, powered by the American Express 
Smart Offer APIs, is first time used to allow 
Cardmembers nationwide to take advantage of 
merchant Specials offered through foursquare in this 
easy and straightforward way.  
 
The national launch kicks off with Specials from 
H&M, Sports Authority, and Union Square 
Hospitality Group, and is expected to expand 
rapidly to include additional national and local 
merchant offers in the coming weeks and months. 
American Express and foursquare successfully 
piloted the Smart Offer APIs three months ago at 
South by Southwest (SXSW) in Austin, Texas. 
 
Intesa Sanpaolo Deploys Gemalto 
Contactless Prepaid Cards 
 
Gemalto announced that Intesa Sanpaolo is 
deploying a new contactless prepaid card specifically 
designed for tourists taking part in the celebrations 
for the 150th anniversary of Italy's unification in 
2011. Intesa Sanpaolo is a leading banking group of 
Italy. The bank is issuing the cards through its 
service centre Setefi.  
 
Users can enjoy the speed and convenience of 
contactless payments in shops, as well as the security 
of EMV for conventional payments and online 
purchases. They are also offered speedy access to 
museums and cultural events.  
 
Visitors can easily travel in the city area, by loading 
dedicated offers from the Turin transport company 
("Gruppo Torinese Trasporti") onto their card. They 
can purchase the card at Intesa Sanpaolo branches, 
at Gruppo Torinese Trasporti outlets in Turin, as 
well as in touristic places (such as "Officine Grandi 
Riparazioni di Torino" and "Reggia della Venaria 
Reale"). 

Citibank has Shell MasterCard for 
Czech Republic 
 
Citibank has introduced the first contactless Shell 
MasterCard credit card in Czech Republic. The card 
will let the Citi cardholders to make contactless 
payments at all Shell stations and other retailers 
equipped with contactless technology. The Shell 
MasterCard, as the name goes, was issued in 
cooperation with MasterCard.  
 
Citibank Czech Republic head of consumer lending 
George Denisenko said: "PayPass technology allows 
customers to pay for small purchases more quickly 
and conveniently than with cash”.  
 
“The technology has been used successfully in a 
number of countries. It has been on the rise in most 
European countries over the last several years and 
will be available for clients within the Czech 
Republic this fall". 
 
UK Post Office to Go Contactless in 
2012 
 
The Post Office Ltd. in the UK will deploy new 
point-of-sale (PoS) terminals accepting contactless 
payment cards beginning 2012. According to 
Michael Birchall, payment product manager for the 
UK Post Office, there will be 30,000 to 35,000 
contactless terminals installed by October 2012 in all 
its 12,000 branches. The UK Post Office also plans 
to issue a contactless general-purpose prepaid card, 
although the decision is not yet final.  
 
The rollout of the contactless payment solutions will 
probably make the Post Office the largest merchant 
in the United Kingdom accepting contactless 
payment in terms of locations, leaving behind the 
Transport for London. Birchall said: "the faster 
transactions that contactless technology offers 
would cut queues in branches. As far as speed, 
someone doing a tap to buy postage is faster than 
handing over a 10-pound note or a chip-and-PIN 
transaction".  
 
Currently, there are about 60,000 contactless PoS 
terminals installed at merchant locations throughout 
the UK and 15 million contactless bank cards on 
issue. 
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Elavon Lunch SAFE-T  
 
Elavon, a wholly owned subsidiary of U.S. Bancorp, 
launched SAFE-T Suite - its Secure and Flexible 
Encryption and Tokenisation portfolio of products 
and services.  
 
The new SAFE-T Suite supports point-to-point 
encryption (P2PE, also referred to as end-to-end 
encryption) and protects data from the earliest point 
in the transaction lifecycle using VeriFone's 
hardware-based tamper-resistant security module.  
 
The encrypted data travels across the networks to 
Elavon's secure data centre where it is decrypted and 
sent back to the card networks for authorisation. 
Merchants will have the flexibility to utilise Fusebox 
- Elavon's secure, hosted payment gateway that 
features multi-point connectivity to an extensive list 
of Fusebox-certified processors.  
 
SAFE-T Suite also supports tokenisation process, 
which creates a unique Token ID that replaces 
cardholder's data on the response transaction, 
protecting data at rest and allowing subsequent 
transactions and adjustments to be securely 
processed whenever the card number associated 
with the transaction needs to be used again. The 
solution also eases the burden of PCI compliance 
audits and helps reduce the total cost of card 
acceptance. 
 
The US-based company hosts and maintains the 
token vault in its secure data centre, which removes 
a point of vulnerability for enterprise customers. 
 
WorldPay Launched E-Billing and 
Online Payment Service 
 
International online payment company WorldPay 
and Dutch e-billing services provider AcceptEmail 
have signed a deal to provide an integrated service 
for electronic billing and online payment to 
customers.  
 
AcceptEmail existing and new customers will now 
benefit from the opportunity to pay via WorldPay's 
multiple payment methods. AcceptEmail enables 
digital billing by combining structured emails with 
local and international online payment methods, 
supported by WorldPay. Via the newly signed 
agreement, the companies plan to extend the service 
to other countries.  
 
WorldPay has 75 national and international payment 
methods and operates in over 40 countries 
worldwide. 

FIME, World’s First Lab to Achieve 
EMVCo Accreditation for Contactless 
Card Specification v2.0.1 
 
FIME is the world’s first laboratory and test tool 
provider to achieve EMVCo Contactless 
Specification version 2.0.1 Level 1 accreditation. 
EMVCo is the EMV standards body collectively 
owned by American Express, JCB, MasterCard and 
Visa. FIME is a pioneer in smart card and 
contactless testing services.  
 
The EMVCo Contactless Specification version 2.0.1 
Level 1 will let FIME use its qualified tool and 
laboratory expertise to certify the compliance of 
contactless card products to the requirements 
stipulated at level 1 in this EMVCo Specification.  
 
FIME has also updated its EMV contactless offering 
to provide automated analogue testing which makes 
the technology easier to use. The up-gradation 
increases the reliability of the test results and enables 
the tool to be operated independently outside of 
FIME's ISO 17025 accredited laboratories. 
Contactless card manufacturers and NFC handset 
developers can purchase the tool to ensure EMV 
alignment during their research and development 
activities. 
 
Solacia and SK Telecom Signs 
Historic $16 Million Deal  
 
Solacia, a leading USIM or the Universal Subscriber 
Identity Module technology supplier, has joined 
hands with South Korea's largest mobile service 
provider - SK Telecom, to provide Solacia's NFC-
based USIM and Combi USIM to SK Telecom 
beginning March 2012.  
 
The historic deal between both the companies is 
said to worth about $16 million (USD) which 
actually amounts to Solacia's total 2010 revenue. 
Solacia will supply its USIM smartcards for the very 
first time in Korea. Many global mobile companies 
are also preparing to adopt the new NFC-enabled 
USIM technology to new mobile devices. Solacia 
unveils a plan for new convergence services based 
on NFC USIM technology to various industries like 
finance, security, transportation and mobile 
telecommunications.  
 
To note, Solacia is the first developer of the USIM 
Combi smartcards for the real mobile industry (3G 
WDCMA) and a leader of WCDMA based on NFC 
USIM technology for mobile and transportation 
card payments. 
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A judge magistrate in the US has controversially ruled that a bank was not 
responsible when one of its business customers lost $345,000 in a cyber-attack. 
 
Magistrate judge John Rich recommended that a District Court in Maine, New 
England, denied a motion for a jury trial in the fraud case filed by PATCO 
Construction. The order claims that Ocean bank fulfilled its security obligations 
through its authentication requirements, which include log-in and password 
credentials. 
 
So was Judge John Rich right to come to this decision? PATCO Construction will 
be feeling aggrieved at the ruling, while Ocean Bank will argue that PATCO knew 
the risks and the level of their security when it signed the contract. From a long-
term, universal perspective, this unique case could set an interesting legal precedent 
in the future. 

 

   Tom Tainton 

PATCO v Ocean Bank: Who’s in the right? 
By Tom Tainton, Smartcard & Identity News 

Let’s start at the beginning. 
 
In May 2009, a Maine-based construction company by the name of PATCO had its account – held with 
Ocean Bank – hijacked by online fraudsters using malware to steal password credentials. In total, more than 
$500,000 fraudulent transactions from PATCO’s account were approved by the bank. 
 
PATCO managed to recover around half of the stolen funds, but sued Ocean Bank in 2010 for failing to 
prevent, or, for that matter, detect, the criminal activity. The business believed that the bank should have 
spotted the fraud and stopped it. PATCO suggested that by not requiring multi-factor authentication, Ocean 
were not using ‘best practice’. The bank, owned by bank corporation People’s United Bank, responded with a 
motion to request a summary judgement. Ocean laid the blame with PATCO, arguing that the company was 
to blame for letting its personal information be compromised. The bank claimed they acted in good faith 
when processing the bogus payments, reasoning that successfully verified IDs, passwords and challenge-
response questions entitled them to believe in the authenticity of the transaction. 
 
Magistrate Judge John Rich was inclined to agree. He concluded that the law does not requite banks to use the 
best possible security measures and that PATCO were aware of the risks when they signed the contract. Rich 
did acknowledge, however, that Ocean could do more to authenticate users.  
 
The order states: “It is apparent, in the light of hindsight, that the Bank's security procedures in May 2009 
were not optimal. The Bank would have more effectively harnessed the power of its risk- profiling system if it 
had conducted manual reviews in response to red flag information instead of merely causing the system to 
trigger challenge questions.” 
 
However, there is no law to implement ‘best’ security measures. And, as the court suggested, PATCO 
considered the methods to be reasonable when it signed on the dotted line. Case closed? Well, actually no. 
 
The ruling has divided opinion among the security industry, with many sympathizing with PATCO’s 
predicament. Surely, bank customers can expect safety for their money, not just a policy that promises banks 
like Ocean will try and protect the assets of their clients? Under this ruling, one might assume that companies 
like Heartland (who suffered a breach of 100 million credit card details in 2009) would have been let off the 
hook. Not necessarily. The difference with Heartland-gate is that the card details that were compromised 
belonged to individuals that had not signed up for any card services. In stark contrast, PATCO Construction 
Company signed up for Ocean’s banking service, thus accepting the online credentials – even if it was tucked 
away in the small print. 
 
Mark Patterson, President of PATCO Construction, said: “Things are not always fair, and we have to decide 
how long we want to fight the fight. Obviously, the major issue is the banks are saying this is the depositors' 
problem, but the folks that are losing money through ACH fraud don't have enough sophistication to stop 
this.” 
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Patterson contends that Ocean Bank didn’t comply with FFIEC (Federal Financial Institutions Examination 
Council) requirements for multifactor authentication, as it relied exclusively upon log-in and password 
credentials to legitimize payments. He claims that the court’s lack of knowledge on the subject, particularly the 
prevalence of key-logging malware, significantly reduced the magistrate’s ability to ‘sufficiently evaluate’ the 
merits of the case. 
 
Ocean Bank responded by pointing out that its authentication scheme fell in line with FFIEC guidelines, 
through which the court closely aligned its final decision. Despite two factor authentication (2FA) being 
mandated by the FFIEC, it seems that very few US banks have implemented 2FA. Take the popularity of 
Mint, OfferMatic and BillGuard for instance. All these services directly access the customer’s bank account 
through a simple username and password, much like Ocean. 
 
The court ruling seems to consider a password and security question as adequate practice of 2FA. Most 
industry professionals would disagree. PATCO have 21 days to appeal against the order. Its likely Ocean Bank 
will escape unscathed although, if this story gets enough exposure in the media, Ocean could be at risk of 
losing a lot of worried customers. Probably to banks who have implemented multi-factor authentication.  
 

World News In Brief

Cognitec Launched an Extended 
Version of FaceVACS-DBScan 
 

Cognitec Systems has released an extended version 
of its facial database search product - FaceVACS-
DBScan. The new version has many new features 
for the Examiner tool. Cognitec Systems is a 
developer of FaceVACS face recognition technology 
for global customers.  
 

FaceVACS-DBScan is a complete software package 
that helps customers find images in large photo 
databases by comprehensive facial image analysis. 
Previous versions of Cognitec facial database search 
products are used by Government and Law 
Enforcement customers of various countries to 
prevent ID fraud during ID document issuance or 
to identify suspects during a law enforcement 
investigation.  
 

The Examiner tool of FaceVACS-DBScan allows 
zooming in and sharpening of low-quality images, 
which are typically provided as crime scene photos 
or videos.  
 

The extended version of FaceVACS-DBScan has a 
new 'Pose Correction' tool that helps users 
automatically generate frontal views of a face from 
images that show lateral views, thereby further 
increasing matching rates. The tool uses a 3-
dimensional transformation of the face on the 
photo. 
 

Joint Police and Industry Action 
Brings Down Card Sharing Pirate  
 

AEPOC, the European Association for the 
Protection of Encrypted Works and Services, 
welcomes the successful police operation against a 
large scale pay-TV pirate in Cyprus. The 
investigation was initiated by AEPOC members and

its partners - BFBS, BSkyB, Nova and Irdeto who 
supported the undercover action during past months 
and assisted the police in a raid with a team of 
specialists. 
 

On June 14th, a 49-year old Cypriot man was 
arrested for illegally providing subscriptions to the 
pay-TV offerings of BFBS, BSkyB and Nova. The 
accused has already admitted the charges. The police 
are still seeking a second suspect. Servers, computers 
and associated equipment have been seized to 
undergo a forensic examination.  
 

The pirate is accused of having provided illegal pay-
TV subscriptions to nearly 1,400 clients in Cyprus 
and across Europe - at least within the timeframe 
October 2010 to May 2011 earning a minimum of 
some Euros 100,000 according to first findings. For 
giving illicit access to the pay-TV channels the man 
and the second suspect established a network of 5 
servers which distributed the required access codes 
from single, legitimate but abused smart cards to the 
clients’ equipment.  
 

This case represents one of the largest incidents of 
commercial pay-TV piracy based on "card sharing", 
given the harmful potential of 5 robust servers, and 
is the biggest case for Cyprus. 
 

A New Chinese Mobile Phone 
Payment Agreement Signed 
 

China UnionPay has signed a framework agreement 
with China Construction Bank (CCB) to work 
together to develop an innovative, new payment 
system that can be used online or through mobile 
phones.  
 

With the new mobile phone payment services on 
offer, customers will be able to shop online, pay 
utility bills, make credit card payments and buy 
airplane tickets using their mobile phones. 
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