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) Three Countries in CEPS
Euro E-purse Pilot

Belgium, TheNetherlandsand Spainareto co-operatewith Europay
Advarage Card d) and Visato offer e-purse interoperability in the first international
Subscribers will receive Boots’ “Advantage Card” pilot of CEPS (Common Electronic Purse Specifications)-based e-
free with this issue of Smart Card News. purse Smart Cards in mid-Januar Yy 2001.

Banksys, CEPSCO Espanola, Europay International, Interpay
(7 ) Nederland, Proton World and Visal nternational areinvolvedinthe
pilot which was announced at the Proton World Forum in Ghent,
Belgium, earlier thismonth. The participantswill use CEPS-based
versions of existing e-purse Smart Cards - Belgian Proton cards,
f'_:E;- Dutch Chipknip cards and Spanish Visa Cash cards loaded with
euros.

Continued on page 163
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CEPS Euro E-purse Pilot

Continued from page 161

The first part of the pilot running from January to
Marchwill usearound 400 cardswhichwill beissued
toemployeesof Banksys, CEPSCO Espanola, Euro-
pay, Interpay Nederland and Visa.The cards, loaded
with real valueeuros, will beused at terminalsinthe
offices of the participants in Brussels, Utrecht and
Madrid and in a few dozen selected merchants.
Transactions will be cleared through the existing
clearing networks for domestic transactions, and
through either the VisaNet network (for Visa Cash
branded cards) or the EPSNet network (for Clip-
branded cards) for international transactions.

The next phase, running from April to June will
involve around 1,000 cards, which will beissued to
selected existing e-pursecardholdersinBelgium, the
Netherlands and Spain and will involve a larger
number of merchants. In both phases, cardholders
will beabletoloadtheir cardsand to make purchases
bothintheir“home” country andinthetwo“foreign”
countries, thus demonstrating the interoperability
that CEPS offersto e-purseissuers.

Contacts
B Marina De Moerlooze Banksys
@ +322727 6822
E marina.demoerlooze@banksys.be
B Ms Dominique Hautain Proton World
@ +3227245111
E info@protonworld.com
B Stacey Torbit Visa International
@ +44 (0)20 7795 5390
B torbits@visa.com
m CEPSCO
B www.cepsco.com
B Europay
E www.europay.com

Oberthur Endorses CALC Specs

Oberthur Card Systemsisthefirst Smart Card manu-
facturer to endorse the Card and Application Life
Cycle (CALC) specifications designed by Proton
World as part of its new generation R4 technol ogy.
CALCisProtonWorld'simplementationof theOpen
Platform specifications.

Contact

® Julia Frost Oberthur CS
@ +33(0)141252944
B J.frost@oberthurcs.com

Three Dollar Multi-application Card

Gemplus, Sun Microsystems and Visalnternational
announced a three dollar Open Platform multi-
application Smart Card at the Global Platform press
conference in Brussels, Belgium this month.

Thenew card, called GemXpresso Lite, iscompliant
with Open Platform 2.0 and Java Card 2.1 specific-
ations and is available now to Visa member banks
that wishtointroduceamulti-application Smart Card

program.

A key benefit of the Open Platform is its dynamic
downloading capability that enables applicationsto
be loaded or removed securely from a card after it
has been issued.

Gemplus saysit has been able to reduce the price of
the card by changing the chip memory. Java Cards
wouldnormally have32K EEPROM and 32K ROM.
GemXpresso Liteisbased on a16K EEPROM/48K
ROM chip.

VisasVSDC (Visa Stored Debit and Credit) EMV
application can be installed in the ROM while the
16K EEPROM can host various combinations of
applications such as loyalty, secure Internet access
and electronic purse.

Contacts
B Severine Percetti Gemplus
@ +33(0442366767
Severine.percetti@gemplus.com
B Michael Shuster Sun Microsystems
@ +1408517 6820
michael.shuster@eng.sun.com
B Colin Baptie Visa International
B +16504324671
E cbaptie@visa.com

Collectors’ Corner

This month’'s Collectors Corner Card is the Boots
Advantage card supplied to us by ORGA the Smart
Card systems integrators.

ORGA recently won the contract to supply up to
eight million Smart Cardsto Boots The Chemist and
will bethesolesupplier of theBootsAdvantagecards
for a minimum of three years. Some 12 million
Advantage cardshave beenissued sincethe nationa
roll-out of theloyalty schemein August 1997, three
years ago.
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Internet Identity Authentication

Litronic, a provider of Public Key Infrastructure
(PK1) based Internet security solutions, has ann-
ounced two additional biometric identification
capabilities combined with digital signatures and
Smart Cards, enabling stronger identity authent-
ication for data security applications.

In addition to the company’s recently demonstrated
iris scan technology, users can now evaluate voice
or handwritten signature recognition for authent-
ication when digitaly signing a document or
obtaining access to secure Web pages.

Bill Holmes, Vice President of Marketing for
Litronic, said: “By combining several forms of
biometrics with PKI and Smart Cards, we have
increased thenumber of practical applicationsof this
technology in corporate environments.”

Using Microsoft Windows Powered Smart Cards,
Litronic isintegrating technology from three devel-
operstoimplement biometric recognition with PKI.
Sensar’s camera is being used to deliver iris scan
biometrics, CyberSignisusedfor handwrittensigna
turerecognitionandVoiceSecurity Systemsforvoice
verification.

Contact

B Gina Ray
& +1949 833 8006
gray@topr.com

EMYV Certification for Card Reader

Mag-Tek has gained EMV (Europay, MasterCard,
Visa) Level 1, Verson 3.1.1 certification for its
IntelliStripe 65 magnetic stripe and Smart Card
reader. This interoperability standard for Smart
Cards, guarantees that any EMV-compliant Smart
Card will be accepted by the Intelli Stripe 65.

IntelliStripe 65 isamanual insertion reader that can
be customised for unattended self-service applic-
ations such as payphones, vending machines, ATMs
and kiosks. It will read up to three tracks of the
magstripe, read and write 1SO 7816, T=0 and T=1
microprocessor cards, as well as a wide range of
memory cards.

Contact

B Patrick Oven Mag-Tek
& +1888624 8350
www.magtek.com

Patent Infringement Trial

The Federa Court of Australia has rejected Catuity
Inc’ sattempttohiveoff part of thepatentinfringement
proceedings it is currently defending. Welcome
Real-Time, aleading Smart Card software solution
company, issued patent infringement proceedings
against three Catuity group companies on 20 July,
2000. Welcome's Patent covers its Smart Card
technology.

Catuity had applied to the Court asking whether it
would hear the issue of infringement as quickly as
possible and delay all other issues in the litigation
(including whether the patent was valid) until later.

Justice Heerey did not consider that Catuity’s appli-
cation was appropriate and ordered that Catuity pay
Welcome's costs.

The trial will take place in March 2001.

Contact

B Debra Montner Montner & Associates
@ +1203 2269290
E dmontner@montner.com

Watermarking for GSA Smart Card

DigimarcCorp. saysthatitsldentity Document Mark
product has been sdlected as a component of the US
General Services Administration (GSA) project to
develop a Smart Access Common ID Card system.
Digimarc is participating in the project as a
sub-contractor to Logicon.

Digimarc’s digital watermark technology enables
imperceptible digital watermarks, caled Identity
Document Marks, to be added to Smart Cards and
other documents without requiring extra on-card
storage resources or changesin card design. ldentity
Document Marks are machine-readable, enabling
authentication and verification of the document.
Whenappliedto|D cards, thesemarksareadeterrent
to photo swapping and data alteration.

Aspart of theproject, | dentity Document Markswill
be offered as an additiona security feature for the
Smart Cardsissued by the departmentsof thefederal
government.

Contact

B Leslie Constans Digimarc
& +1503 495 4568
Iconstans@digimarc.com
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Chip Program to Include Digital ID

MasterCard International has expanded its Chip
Vendor ServicesProgram (CV SP) through theform-
ation of anew subgroup focused on thedevel opment
and globa deployment of digital ID-based Smart
Card applications to authenticate cardholders in
mobile and el ectronic commerce transactions.

Art Kranzley, MasterCard’s Senior Vice President,
Electronic Commerce and Emerging Technologies,
said: “ By issuing amulti-application Smart Card that
includes a digital ID, as well as financial service
applications, banks will be able to position them-
selves at the forefront of technological innovation.”

Companies aready committed to joining the new
program include: SecureNet, ACI Worldwide, Bull
Smart Cards & Terminals, CM G, CardsEtc., Dione,
Giesecke & Devrient, Gemplus, ICL, Schlumberger
and Unisys. It is anticipated that other vendors will
join the group asit evolves.

Contact

B Christina Costa MasterCard
B +1914 249 4606
christina_costa@mastercard.com

ACI Mondex Solution in Venezuela

Mondex Venezuela is to use AClI Worldwide to
provide Mondex system solutions and supply back
office and card management solutions to create a
Mondex Smart Card processing infrastructure.

Mondex Venezuela- aconsortium formed by Banco
Mercantil, Banco Universal, Banco Union, Cons-
orcio Credicard, Banesco, Banco Universal and Inter
Bank - will usethe ACI solutionsto enable existing
and future members to handle Mondex value and
risk management services. The system will havethe
ability to handle Mondex Smart Card processing
through traditional ATM and POS channels, aswell
as Mondex vaue transfer and customer service via
the Internet.

Contact
B Gene Hinkle ACI Worldwide
@ +1402 390 8906
E  hinkleg@tsainc.com
B Arelys Perez Mondex Venezuela
@ 15829520831
E arelysperez@mondex.com.ve

Strong Q2 Growth for Keyware

Keyware Technologies, a provider of biometric
authentication software solutions, has announced
that revenues for the second quarter ended 30 June,
increased 493% to US $4,665,000, up from US
$787,000 for the second quarter of 1999.

Francis Declercq, Keyware's CEO, said: “This
quarter included a significant OEM agreement with
Proton World and an agreement from Litton PRC to
use Keyware's biometric technology for future US
government Smart Cards. Keyware also completed
two acquisitions this quarter: one of Belgium-based
Smart Card software provider, Alacarte Engin-
eering; and the other of US-based Internet and
e-commerce software provider, Newton Online
Business Solutions.”

Contact

B Philip Devine Keyware Technologies
@ +3227214574
investor@keyware.com

B2B Transactions for Chinese.com

Smart Card software developer Leapfrog Smart
Productsand Chinesel T company TOP Group, have
established a joint venture, to be known as China
Capita Ventures (CCV), that will own and operate
www.Chinese.com to utilise the Internet security
Smart Card system devel oped by Leapfrog.

The agreement gives Leapfrog 49 per cent of
Chinese.com for business-to-business transactions
to and from Chinese businesses.

Contact

B Dale Grogan Leapfrog Smart Products
& +1407 838 0400
E  daleg@leapfrog-smart.com

Award for Schlumberger

Schlumberger Network Sol utionshasbeen honoured
for thesecond consecutiveyear withClOmagazine's
2000 CIO-100 award for itsinnovative and sophis-
ticated approach to customer serviceintheTechnical
Services category.

Contact

B Emily Hall Schlumberger
& +1408 586 6553
ehall@san-jose.tt.slb.com
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iBanking for the Internet

Qasis Technology, G&D Security Card Systems
(G&D SCS) and CIT, adivision of Silverline Tech-
nologies, have announced an Internet banking
solution using Public Key Infrastructure (PKI) sec-
urity on a Smart Card.

Called iBanking, the companies say it will dram-
atically enhance the way today’s on-line banking
transactions are made across awide range of mobile
and Internet-enabled computing devices.

iBankingisdesigned to provideafull rangeof retail,
corporateandinvestment banking servicesprotected
by PKI security. In combining Oasis ePayment
technology, CIT's PKI-based security architecture
and G&D’s Smart Card infrastructure, iBanking is
said to bring retail and corporate customers a new
level of confidence when exchanging financial
information online.

“The security benefits of Smart Cardsfor merchants
and consumers alike are becoming more and more
important as the number and value of online
transactions increase,” said Ashraf Zaki, President
of CIT. “iBanking takes security to another level by
introducing Smart Card authentication to verify the
identity of customers and financia institutions
engaging in Internet banking transactions, plus
providing signing and non-repudiation for all
transactions.”

Contacts
Oasis - www.oasis-technology.com

o

G&D - www.gieseckedevrient.com

O o

CIT - www.citglobal.com

Amstrad Digital Set Top Box

Amstrad has announced that it is the first company
toreceivefull typeapproval from BSkyB for itsnew
DRX200 Digital Set Top Box incorporating the new
ST5512 chipset. Theunit utilisesashrunken chipset,
whichincorporatesM PEGdecoder and PAL encoder.

Sir Alan Sugar, Chairman of Amstrad, said: “We
aready have an order book taking uswell into next
y%r.”

Contact

® Nick Hewer Amstrad
B +44 (0)20 7836 6801
hewer@amstrad.com

Was the Egg Cracked?

Egg, the Internet Smart Card banking operation
ownedbythePrudential,hasbeenunderinvestigation
by the UK’s Nationa Crime Squad (NCS) who
believeit may havebeenthevictim of anonlinefraud
attempt. The NCS arrested three men and later
released them on bail without charge pending further
inquiries.

The NCS said: “Our inquiries indicate that it is
possible that other Internet banks, which we are not
prepared to identify, may aso have been victims of
similar fraud.”

However, Egg, whichhasover onemillioncustomers,
claimed the alleged fraud was detected before any
losseswereincurred by the bank or its customers. It
said it had detected people making multiple account
applications but its security remained unbreached
and no customer money had ever been at risk. Egg
said the accounts might have been opened for the
purpose of taking out loansthat would not berepaid.

Other sources suggested that some accounts might
have been used for money laundering.

Policeinsisted somemoney had been stolena though
not a vast amount.

Allinall, uncertainty about security isnot good news
for the UK High Street banks currently trying to
encourage customersto use online banking services.

Oberthur Secures Chip Supply

Oberthur Card Systemshasannounced al50 million
Euro contract with Infineon Technologies guaran-
teeing supply toOberthurin2001aminimumvolume
of chips.

The company has also formed along-term, techno-
logical allianceto work in partnerhsip with Infineon
for research, devel opment and marketing of products
and Smart Card technology solutions worldwide.

Contact

B Stephanie de Labriolle Oberthur CS
B +33 (0141252842
s.delabriolle@oberthurcs.com
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Smart Mouse Pad System

A new Smart Mouse Pad System that makes surfing
and shopping the Internet easier, was launched by
mysmart.com on 3 September. The system consists
of four digtinct offerings: the mysmart pad with
customisable buttons and interchangeable inserts;
the mysmart key card with embedded Smart Card
technology for heightened security; the mysmart
assistant which helps users navigate the Web and
personalise their mysmart pad; and the low cost
mysmart | SP.

The mysmart pad includes a card with a memory
chip that provides secure access to the mysmart pad
and retains useful information like passwords,
favorite Web sites and billing information. Because
the card can store persona information, users can
take advantage of the “express checkout” feature
when purchasing from the Web, saving time by
minimising the need to re-enter credit card and
shipping information.

The mysmart key card also makes the mysmart pad
portable. Whenthemysmart key cardisinserted into
any mysmart pad and the user enterstheir password,
the pad isimmediately reprogrammed to reflect that
user’s stored Web sites and personal information.

The mysmart pad will be available at an MSRP of
$19.95 at CompUSA stores nationwide and on the
mysmart.com Web site (www.mysmart.com). Cust-
omerswill havetheoptiontosign-upfor themysmart
ISP for $9.95 per month.

Contact

B Tom Evans MS&L Global Technology
@ +1 8052308208
E tevans@msltech.com

NanoPierce Order in Poland

NanoPierce Card Technologies GmbH hasreceived
an order to develop software for coding chip cards
from OTO Lublin, acentra businessdivision of the
Polish Telecommunications Service (TP S.A.).

Scheduled to last approximately six months, the
project involves the first phase of a software
expansion for the existing automatic personalisation
systemsat OTO Lublinto provide greater flexibility
andto enablenew applicationsfor coding chip cards.

“This project gives usthe opportunity to extend our
activities in the field of Smart Card/Smart Label
initialisation and personalisation,” said Dr Michael
E Wernle, President & CEO of NanoPierce Card
Technologies.

The chip card production plant in TP SA. OTO
Lublin began operation in 1997 and currently
specialises in chip card production and chip card
coding using madern production equipment with a
capacity of over 20 million cards per year.

Contacts

B Michael Wernle Nanopierce Card Tech.
@ +49 8102 8961-0
michael@nanopierce.com

B Miroslaw Kulpa TP S.A. OTO Lublin
@ +48 81 5244-590
kulpam@zt.lublin.tpsa.pl

Gemplus EMV Package

Gemplus hasjoined the Visa Smart Partner Program
and created a special package that will boost Visa
member banks migration to chip-based debit and
credit cards. The package combines consulting
services, a PC-based personalisation tool and Gem
Vision cards, Gemplus' debit and credit cards.

Visa has been negotiating a number of special deals
for its member banks with Smart Card and terminal
manufacturersand systems providers. The Gemplus
package, called GemVision Pack, will be available
a areduced pricefor thefirst 10 banksto signupto
the programme in the next six months

Contact

B Suzanne Christopher Brodeur Worldwide
& +44(0)1753 790700
schristopher@uk.brodeur.com

Securant Partners with Baltimore

Securant Technol ogieshas partnered with Baltimore
Technologiesand, through the Baltimore PK1 World
program, will deliver integrated solutions for pro-
tecting eBusiness resources based on the award
winning ClearTrust SecureControl access manage-
ment system and Baltimore UniCERT Certificate
Management system.

Contact

B Marc Gendron Gendron Public Relations
@ +17812370341
marcgendron.pr@worldnet.att.net
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Curitiba Smart Card Centre

Schlumberger isestablishing itself in Brazil withthe
opening of itsfirst South American Smart Card plant
in Curitiba and turning the city into one of the first
in the world to use Smart Cards to replace cash in
day-to-day transactions.

Located in Pinhais, in the metropolitan region of
Curitiba, the plant aimsto meet national and regional
Smart Card demand. Schlumberger says it aims to
establish market leadership in Brazil within three
years and is working with banks and credit card
administratorstofacilitatethemigrationprocessfrom
magnetic stripe cards to Smart Cards.

“Smart Cards will grow exponentialy from the
current base of 160 million cards in use in Brazil
today asnew applicationscomeonstream,” saidUwe
L Gidke, Schlumberger’sSalesDirectorinBrazil.“ The
banking sector alone will grow 20% per year in the
short term. By the end of 2000, Schiumberger
estimatesthat therewill be800% growthinthe Smart
Card ingtalled base in the country.”

The manufacturing plant resulted from an initia
investment of US $5 million and has been installed
in the existing Cardtech facility in which Schlum-
berger purchased an 80% equity stakein 1999. The
plant hasbeencompl etely renovatedtoestablishhigh
security standardsand to incorporate state-of -the-art
technology to produce both memory and micro-
processor cards.

Smart Card city

Curitiba citizens use Schlumberger’s Easyflex City
dual interface (contact and contactless) Smart Card
to pay for shopping in drugstores and supermarkets
or travelling on buses and for salary advances. The
card is also replacing the traditional identification
badges used to allow accessto buildingsand offices.

Theuseof Smart Cardsto support public and private
services was first introduced in Curitiba at the end
of 1997. At that time, 5,000 loca government
employees received Smart Cards to be used astheir
professional ID card, for programmed shops in
supermarkets and for loans deducted from their
saaries.

Today 30,000 people use the card and an additional
180,000 employees from the state government will
soon aso benefit from this system.

By mid-2001, over 2,500 access-pointsin the trans-
portation systemwill beconnectedtothe Smart Card
network. Passengerswho do not have the functional
Smart Card ID will be able to buy the card at news
stands and terminals. Initially there will be around
500,000 cards and this number will increase during
thetransitionfromthepresent ticketsto Smart Cards.

“The Easyflex City card can support multiple
applications, and so it is the ided tool to integrate
electronicpurseandother services,” ssidUwelL udke,
Schlumberger Commercia Director in Brazil.

Patients at county health offices will use the card,
whichwill storeall dataresulting from examinations
and consultations. Benefits such asmeal ticketswill
be integrated within the card and parking will aso
be paid with it. Severa projectsto add new services
to the card, such as its use in gas stations and
restaurants, are under analysis.

Contact

B Dirk Hinze Schlumberger
@ +33(0)147 467950
hinze@montrouge.tt.slb.com

Atmel to Buy $40m Wafer Probers

Electroglas, asupplier of essential process manage-
ment tools for the semiconductor industry, has
announced a volume purchase agreement valued at
$40 million with Atmel Corporation.

Under the three-year agreement, Electroglas will
supply 4090(mu) wafer probers to several Atmel
facilities, including the new fab in Irving, Texas,
where the first probers are expected to be installed
in Q3 of thisyear.

The4090(mu) proberswill include somewith SMIF
interfacesfor clean, seamlesswafer transport. Atmel
will usethe machinesfor testing flash memoriesand
for the testing of very thin die for Smart Cards and
other applications.

Besidesthe Texas site, Atmdl will purchase probers
for plantsin Colorado Springs, Colorado; Rousset,
France; and East Kilbride, Scotland.

Contact

B Jeff Hintzke Electroglas
@ +1 408 528 3000
jhintzke@electroglas.com
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Toolkit Launch and New Web Site

Thismonth seestherel ease of the Smart Card News
Multi-application Toolkit and therevamp of the SCN
Web site at www.smartcard.co.uk

The multi-application toolkit has been developed
by Jon Barber of Microexpert Ltd, sister company
to SCN, towork alongsidetutorialsthat arefoundin
this newdetter. The tutorials, written by Dr David
Everett, an internationally recognised authority on
Smart Cardsand security issuesand SCN’sTechnical
Advisor, explains how to prepare a smple applic-
ationforamulti-applicationSmartCard. Inparticul ar,
they will demonstrate the loading, installation and
operation of the application.

To enable readers to follow this process, SCN is
making available a development toolkit with a
number of different multi-applicationcards. Thefirst
developmentkit, availablenow, consistsof aSchlum-
berger JavacardV2.1, aTowitoko Smart Card reader
(the Gemplus PCMCIA reader is also available as
an optional extra) and a CD ROM containing the
software to manage the card application life cycle.

Dr Everett said: “ The objective is not to teach Java
or any other programming language, but to explain
a few chosen modules to gain experience in the
concepts behind setting up and using a multi-
application Smart Card.”

Thetoolkits cost £250 to full subscribers or £550 to
non subscribers (plus VAT where applicable).

Visit www.smartcard.co.uk to order your toolkit and
to see our new Web site.

Contact

B Tara Lavelle Smart Card News Ltd
B +44(0)1273 515651
E tara@smartcard.co.uk

Face Recognition for GSA Card

eTrue, whichoffersthefirst biometric authentication
servicethat isoutsourced over the I nternet, has ann-
ouncedthat its TrueFacefacerecognitiontechnol ogy
will beusedintheGenera ServicesAdministration’s
(GSA) Federal US government-wide Smart Access
Common ID Program. TrueFace will be provided
through Logicon, an eTrue partner, which specified
TrueFacein itswinning bid.

eTrue's TrueFace technology will also be supplied
throughanother eTruepartner, SAFlink Corporation.

Contact

B Henry Kunicki eTrue
@ +1 5083039901, ext 238
hkunicki@etrue.com

Bluefish Makes Germany its HQ

Bluefish Technologies, anew Smart Card company
launched in the UK last May, and focusing on wire-
less telecommunications, has opened new head
offices in Paderborn, Germany which will be the
administrative centre of its operations along with
sales and engineering fuctions. The Reading, UK,
offices handle marketing, additional saes, applic-
aion development and QA.

Contact

B Scott Allen Bluefish Technologies
@ +44(0)118 965 3875
scott.allen@bluefish-tech.com

G&D certified for VSDC

Giesecke & Devrient (G& D) hasannounced its new
standard Smart Card for Visa ssmart debit and credit
programs (VSDC). The card is based on the inter-
nationally recognised EMV specifications created
by Europay, M asterCard and Visaand now controlled
by EMVCo, a joint working group of the three
financial service organisations.

Contact

B Anette Zinsser Giesecke & Devrient
@ +498941191235
E www.gieseckedevrient.com

Ingenico Fortronic £10m Turnover

Payments sol utions provider Ingenico Fortronic has
announced revenues in excess of £10 million - up
129% - for thefirst half of the year 2000. As part of
Ingenico’s growth strategy £400,000 has been
invested in the redevel opment of its UK head office
in Dunfermline, Scotland, with plansto allow space
for up to 50 new staff over the next year.

Contact

B Graham Wright Ingenico Fortronic
B +44 (00131 459 8800
info@ingenicofortronic.com
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World’s Smallest Satellite Phone

The Ericsson R190 Satellite phone - the smallest
availableworldwide-wasdemonstrated publicly for
thefirsttimeat CommunicAsia2000. Thedual mode
handset is designed to support the ACeS (Asia
Cdlular Satellite) service, aswell asroam on GSM

networks worldwide.

Weighingjust over 200grams, theR190 offersa“one
phone’ solution with a satellite/GSM antenna that
functionsin both satelliteand GSM 900 mode. Once
out of cellular range, the phone will automatically
switch to satellite mode to send or receive calls, and
will switch back to GSM when in GSM coverage
aress.

Users can also replace the satellite antenna with a
smaller, snap-on GSM only antenna which enables
the phone to work as a regular cellular phone that
can be used within GSM 900 coverage areas.

ACeSsarvice, launchingwith retail pricing lessthan
US$1.00 per minute, will beinitially offeredineight
licensed Asian countries covering a population of
1.7 billion, and negotiations are under way with
additional countries.

The Ericsson R190 Satellite phoneis expected to be
launched in Indonesia next month, followed by a
roll-out across Asiain the months following.

Contact

B Ericsson Mobile Communications AB
E www.ericsson.com/pressroom
www.acesinternational.com

Nokia US $300m GSM Contract

Nokia has signed an agreement valued at US $300
million with SMART Communications for the
expansion of its nationwide GSM network in the
Philippines. Nokiawill supply and install dual band
GSM 900 and GSM 1800 equipment. It has already
supplied its GPRS (Genera Packet Radio Service)
corenetwork to SMART, bringing packet dataaccess
to Internet content over the mobile network.

Contact

B Nokia Networks
@ + 358951138193
nokia.networks@nokia.com

Flash Technology for SIM Card

Bluefish Technologies is taking advantage of the
latest flashtechnology in part of itsSIM card product
range. Flash technology alows microchips to be
programmed after production, enabling Bluefish to
code SIM cards for different network operators on
demand. This, the company says, will significantly
improvetimetomarketandprovidegreater flexibility
inthesupply of itsSIM product lineto GSM network
operators.

Contact

B Scott Allen Bluefish Technologies
& +44(0)118 965 3875
Scott.allen@bluefish-tech.com

WAP Technologies for Russia

Mobile TdeSystems (MTS), a Russian provider of
GSM 900/1800 mobile cellular communication
services, and Port.ru, a Russian Internet company,
are to develop WAP technologiesin Russia.

They will integrate purchases made by MTS sub-
scribers on Port.ru’s e-commerce site, Torg.ru, into
MTS's hilling system, giving more than 770,000
MTS subscribers the ability to pay for goods and
services either directly online or through their WAP
phone using their MTS account.

Contact

B Eva Prokofieva Mobile TeleSystems
@ 7(095)921-3450
eva@mts.ru

B Vera Kurochkina Port.ru
E vKurochkina@port.ru

Motorola Partners with Huawei

Motorola (China) Electronics and Huawel Tech-
nologiesCo - aprovider of integrated network infra-
structure- have enteredinto acooperativeagreement
in Shenzhen tojointly provide GSM equipment and
end-to-end solutions in China and the Asia-Pacific
region.

In China, Motorola provides GSM systems to 18
provinces and municipalities.

Contact

B Roderick Kelly Motorola
B +18476326730
rkelly1@email.mot.com
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GPRS Contracts

Nokia is to provide its GPRS network to mobile
operator Optimusin Portugal, integrating it into the
existing Optimus GSM network for the roll-out of
packet-based mobilelnternet servicestoaround 85%
of the population.

Vodafone New Zealand is to implement the Nokia
GPRS solution into VVodafone's commercial mobile
network for commercial launch during Q4, 2000.

China's leading GSM operator, China United Tele-
communications Corporation (China Unicom), has
launched GPRS high-speed mobile data on China
Unicom’'s network in Shenzhen. The network,
enabled by the core GPRS solution supplied by
Motorolaand aliance partner Cisco Systems, isthe
first commercial GPRS system in Asia.

Motorola has aso been awarded a contract for the
deployment of GPRS on Mumbiai’s BPL Mobile
GSM network. It will be the first GPRS service in
India sgrowing wireless market and will be enabled
by Motorolaand Cisco Systems.

The Nokia GPRS core network solution will be
integrated into Cable & Wireless Optus existing
GSM 900 and 1800 network allowing theroll-out of
packet-based mobile | nternet servicesto subscribers
across Australia.

Contact
B Nokia Networks

@ + 358951138193

E nokia.networks@nokia.com
B Joe Arimond Motorola

@ +1847 6323889

B Jarimon1@email.mot.com

Application Development Center

Motorola is to establish its first US Application
Development Center at Boynton Beach, Florida, in
October to provide developers with application
development support, training, technology certific-
ation and interoperability training.

The center will focuson cutting-edgewirelessInter-
net-enabling technologies.

Contact

B Suzanne Boggs Scherb Motorola
@ +1847 4352517
E suzanne.boggs@motorola.com

First CDMA Multimedia Chipset

QUALCOMM, apioneer of Code Division Multiple
Access (CDMA) digital wireless technology, has
announced the early shipment of the MSM3300
Mobile Station Modem (M SM) chipset samplesand
system software.

MSM3300 integrates a SIM controller that enables
adirect interface with SIM cards, providing CDMA
handset manufacturers with the ability to alow a
subscriber’s identity to be stored in a single,
removable card. This will make globa roaming
possible across CDMA or GSM networks and to
countries using different frequencies by alowing
users to exchange handsets while using the same
identity card.

Contact

B Anita Hix QUALCOMM
@ +18586585879
ahix@qualcomm.com

Wireless Chip for the Internet

Israeli firm Connect One has announced the first
off-the-shelf chip that provides embedded Internet
connectivity for devicesviawireless (GSM) comm-
unicationsmodems. TheiChip Internet Controlleris
aperipheral chipthat worksintandemwithadevice's
host processor to mediate the connection between
the host CPU and the Internet.

Contact

B Alan Singer Connect One Semiconductors
@ +1 408986 9602
alan@connectone.com

Eavesdrop-secure GSM Phone

Sectra Tiger, the first eavesdrop-secure GSM tele-
phone, hasbeenunveiled by SectraCommunications
which claims to deliver about 85% of the Swedish
Armed Forces' cryptographic equipment.

Thecompany saysthat theNorwegian Armed Forces
have ordered anew generation of Tiger and acomm-
ercial versionhasbeenordered by several companies
in the private sector.

Contact

B Daniel Hultgren Sectra Communications
@ +4613235200
dh@sectra.se
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Smart Watch Technology

IBM, Philips Semiconductors and Junghans - the
world'slargest clock manufacturer - haveannounced
the creation of anew smart watch by integrating the
MIFARE PRO dua interface Smart Card controller
IC and the IBM Open Platform/Java Card implem-
entationwith Junghans' radio-controlled, solar cera
mic watch.

The companies say that the development brings
watches into the area of open, multi-application 1T
use with convenient contactless operation for users.

Applications that may be loaded on demand to the
watch, include electronic tickets, door keys, elec-
tronic purses and ID information.

Contact

B Elisabeth Doerner Philips Semiconductors
@ +43 3124299760
Elisabeth.Doerner@philips.com

New members for ICMA

The International Card Manufacturers Association
(ICMA), anon-profit association of card manufact-
urersandrel atedindustry parti cipants, hasannounced
16 new members since last February.

Manufacturing members are: Magnetic Ticket &
Label Corp., Tennessee, USA; Gemplus, Herne,
Germany; Gemplus, Fuxi, Qianshan, Zhuhai Peoples
Republic of China; Giesecke & Devrient, Austral-
asa, Knoxfield, Australia; Logica Impresora,
Barcelona, Spain; PlasticGraphicCo., lllinois, USA;
Rosan Finance, Moscow, Russia; SSI Technology,
Oklahoma, USA; Strafors Card Solutions, Stock-
holm, Sweden; and YBL Co., Korea.

The four new supplier members are: CIM USA,
Florida, USA; DIC Europe, Dusseldorf, Germany;
Gilles Leroux, Semoy, France and Zeler-Gmelin
Corporation, Virginia, USA.

Other additions are one contributing member - Asia
Pacific Smart Card Association, Hong Kong, China
- and one manufacturer representative/sales agent
member - Associated Pacific Machine Corp., Calif-
ornia, USA.

Contact

B Lynn McCullough ICMA
& +1609 799 4900
www.icma.com

easi Choice for Hotel Guests

Choice Hotels Scandinavia has launched an hotel
loyalty Smart Cardinpartnershipwitheasi Solutions,
UK -based supplier of Smart Card driven guest room
technology.

Members of the Silver and Gold Choice Club can
obtain discounts on the e@si System which offers
hotel guests a complete PC-based information,
communications and entertainment system incorp-
orating audio CD, e-mail, the Internet and Mi crosoft
Office (Small Business Edition).

Ellen Stebekk, MarketingM anager for ChoiceHotels
Scandinavia, said: “ By introducing Smart Card tech-
nology in the loyalty card, we open up all sorts of
possibilitiesfor offering integration with such other
services as door keys, payment cards and, for our
major corporate customers, we can provide access
viae@s System to their own Intranet.”

Contact

B Alice More O’Ferrall easi Solutions
B +44(0)1235 467900
E  Alice.more.oferrall@easico.com

EMV Approval for Thyron PayCell

Thyronhasannouncedthat PayCell, itsmobilepoint-
of -sale(MPOS) terminal hasbeengrantedEMV level
1 approval.

Peter Gee, Senior Vice President, MPOS Sales, said:
“EMV Levd 1 approval now means the product is
fully enabled to be upgraded to Smart Card applic-
ations as and when the market requiresit.”

Contact

B Norrie Blackeby Thyron
B +44(0)20 7440 6981
norrie.blackeby@thyron.com

VeriFone Terminal EMV Certified

VeriFone' sOmni 3350 Smart Card paymentterminal
has been granted EMV 3.1.1 certification. It also
features atriple-track magnetic stripe reader.

Contact

B Liz Attenburrow Companycare
& +44 (0118 939 5900
LizA@companycare.com
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Cartes Show to Break All Records

Cartes, theannual Smart Card Conferenceand Exhib-
itioninParis, isset to break all recordsthisyear. The
biggest and most important show in Europe, Cartes
will, for the first time, take up al four levels of the
CNIT at Paris LaDefense from 24-26 October.

Thiswas announced by Veronigque Sestrieres, Gen-
eral Commissioner of Cartes, at a Press conference
in Paris this month. She said they expected 12,000
visitors from 120 countries compared with 10,513
visitorslastyear and 320 exhibitorsfrom29countries
(of which 44 per cent are new exhibitors) compared
with 260 in 1999.

New exhibitors come from the following countries:
United Arab Emirates, India, Japan, Poland, Mor-
occo, Russia, Taiwan, Turkey and Venezuela.

“Seventy per cent of thevisitorswill makeit thesole
fair dedicated to the Smart Card that they will attend
in the year and more than 40 per cent of them will
come from abroad,” she said.

Contact

B Nathalie Boric Cartes 2000
@ +33(0)149685261

E nboric@exposium.fr

|

Www.Ca rtesexpo.com

Nominees for SESAMES Awards

The SESAMES 2000 award nomineesselected from
90 applications compared with 58 last year, will be
announced on 24 October at the Cartes 2000 show
in Paris. The nominees, announced at apressconfer-
encein Paristhis month, are:

Best Transport Application - Ask (CTS e-Ticket),
Gemplus (Multitrip Ticket) and Kent Kart Ege
Elektronic Sanayi ve Ticaret Limited Sirketi (Auto-
matic Fare Collection System through use of Smart
Cardsin Izmir, Turkey).

Best Banking/FinanceApplication- Gemplus(Gem-
plus Smart Card Management System) M2M Group
(Magix Upsys) and Schlumberger (EMPS - Elec-
tronic Mobile Payment Services).

Best Health Application - Gemplus(Slovenie- Carte
Nationale d’ Assure Social) and Sephira (Intellio).

Best GSM Application - Horanet-Mobiex (GSM
Mobiex), Orell Fuessi Security Documents S.A.
(Egis Easy GSM Identification System) and
Schlumberger (Simera Gait & Simera Airflex).

Best E-commerce Application - Gemplus (Gemplus
Utilities), Visa EU Region (Three Domain SET
Implementation Package) and Bantry Technologies
(CEPS dual-dl ot based load and payment).

Best Loyalty Application - Gamut Interactive (The
Gamut), Xiring and Agys (Groupe Cofinoga)
(Citizen reader) and Multimedia Securite (ItAchat).

Best Identification/Security Application - Cyber-
comm.com (the Cyber-comm solution), Vasco Data
Security (Digipass 800) and Xiring (Smart Miles
Management).

(One of the above seven applications will be voted
the Best Application 2000)

Best Cardsfor @Secure Net Application - Oberthur
Card Systems (AuthentiC Mobile), Schlumberger
(Cryptoflex e-gate) and Xiring (Blue Tooth Secured
Reader).

Best Technological Innovation -Bull CP8 (Oversoft
Technology-iSimplify!), Xiring (with la Sociéeé
Belge LH Electronics) (XI-Voice) and Ericsson
Radio SystemsAB (Ericsson WirelessWallet EW2).

Schlumberger Teams with PCS

Schlumberger has teamed with PCS Innovations
(PCSl), to create OASYS. Based upon the PCSI
mobileM AGI Csoftwareplatform,itincorporatesthe
features and security systems in Schlumberger’'s
Simera SIM (Subscriber Identity Module) card.

OASY Swill enableoperatorstodeliver val ue-added
servicestoGSM and TDMA (TimeDivisonMultiple
Access) wireless customers. It will be available in
Q4 on Windows NT and Q1, 2001 on Sun Solaris
servers.

Contact

B Emily Hall Schlumberger
@ +1408 586 6553
ehall@san-jose.tt.slb.com

B Kimberley Emmerson PCS Innovations
@ +1416599 3700 ext. 725
kimberley.emmerson@pcsinnovations.com
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Ready for Red-e?

ACI Commerce, theSmart Card businessunit of ACI
Worldwide, has unveiled Red-e - a new standard
platform for multiple Smart Card applications.

Red-eishilled astheideal of oneflexible card that
can support any function auser wants- such ascredit
card, accesssmembership card, electronic wallet,
health record and register of persona details.

Speaking at a Press preview for the 24-26 October
Cartes 2000 show in Paris, Graeme Ward, Chief
Strategy Officer for ACI Commerce, said: “What
has been holding everyone back is the incom-
patibility of many applications and management
systems. But Red-e sits above the operating system
and binds them together in a secure environment.”

Headded that in thefuture, both businessesand their
customers will know that when they see the Red-e
logo on a card or terminal that they are using the
safest, securest, most advancedtechnol ogy available.

ThemainbenefittoRed-ecardhol dersisconvenience
- multiple functions can reside on one card, and the
cardholder can add or delete any applications. For
example, when a family moves, they can use the
multi purpose Red-e card to add aloyalty schemefor
astore group in their new home town.

For card issuers, there is the prospect of increasing
business by making the card a gateway to a wide
range of services.

Contact
B Julian Haslam ACI Commerce
& +44(0)20 7923 6938

haslamj@tsainc.com

HyperSecur Deal With Cherry

HyperSecur Corporation hassigned anon-exclusive
reseller agreement with Cherry Electric Productsen-
abling HyperSecur to re-sell the Cherry Smart Card
and biometrics Keyboard products worldwide.

Contact

B John Haggard HyperSecur Corporation
& +1708 798 9405
Investors@HyperSecur.com

Contactless AFC for Istanbul

ACG AG, a high-tech broker with headquarters in
Wiesbaden, Germany, will supply MIFARE
contactless Smart Cards and readers for the metro
and bus network in Istanbul, Turkey. The agreement
isvalued at more than US $5 million.

TheSmart Cardbroker anditsnewly-foundedbranch,
ACG-Istanbul,will supply overtwomillionMIFARE
contactless Smart Cards from Philips and 6,000
contactless readers from the system modules of
Omnikey - 51% owned by ACG. The system broker
United AccessA G suppliedthetechnical know-how.

The Istanbul city administration will convert the
access system for the metro, buses and water buses
tocontactlessMIFARE cardsover thenexttwoyears.

Contact

B  Ariane Heim ACG
& 06111739125
aheim@acg.de

Oberthur Contract in China

Oberthur Card Systems has been awarded a contract
to supply SIMphonlC 32K cards to Companhia de
Telecomunicagbes de Macau (CTM), China, for a
mobile banking application.

Contact

B Deborah Bertrand Oberthur CS
& +33(0)141252921
d.bertrand@oberthurcs.com

5thSense Combo from Veridicom

Veridicom, developer of fingerprint-based e-busi-
ness authentication devices, has unveiled a PC
peripheral to combine a Smart Card reader with its
fingerprint sensor into asingle device no larger than
acomputer mouse.

Theb5thSense Combo peripheral makesit convenient
to use multi-factor authentication with a Smart Card
by replacing passwords and PINs with simple
“just-press-here” fingerprint authentication.

Contact

m Karla Falat Veridicom
& +1408 565 6060
karla@veridicom.com
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New US Headquarters for G&D

Giesecke & Devrient (G&D), based in Munich,
Germany, officialy opened its new American head-
quartersin Dulles, Virginia, last month.

The new 134,000 sguare foot facility is three times
the size of itsformer Reston, Virginia, headquarters
and integrates manufacturing, R&D and service
capabilities under one roof as well as corporate
administration, sales and marketing and a training
and demonstration center for G&D America's
Currency Automation and Card and Card Systems
divisions.

The Card and Card systemsdivision producescards,
componentsand multi-function Smart Card systems
and includes an R&D team providing custom
solutions. G& D America also has production facil-
itiesin Cleveland, Toronto, and Mexico City.

Contact

B Heather Klein G&D America
@ +1703 480 2000
heather.klein@gdai.com

First Clear Chip Card

A new chip credit card, molded of clear plastic, will
soon be making its way to American homes.

David Alvarez, head of Providian's Integrated Card
Business, said: “ The new Providian Visacard isthe
next generation in credit cards, providing a clear,
cool look, and Smart Card chip technology.”

The new card stores customer identification and
account information on an 8K EEPROM chip with
8K RAM and 24K ROM aswell ason atraditional
magnetic stripe that ensures acceptance online and
at al Visamerchantlocations. Inadditiontotheusua
cash access, debit and credit card functions, the new
card, when fully enabled, could also serve asatele-
phone calling card or electronic ticket.

Providian has teamed up with Colorado Plasticard
Corporation, which has a patent-pending process to
“colour” the clear card plagtic with Stealth tech-
nology-developed ink. This special ink permits the
card to be clear, but readable by ATMs.

Contact
m Alan Elias Providian
@ +14152784189
E alan_elias@providian.com

People on the Move

Lifestream Technologies, devel oper of the first “ at-
home’ cholesterol testing monitor with embedded
Smart Card reader, has appointed Edward R
Siemens as Chief Operating Officer. Previoudly he
was Presi-dent of Omron Healthcare.

Nanopierce Card Technol ogies has appointed Rich-
ard Berger to its software development group.
Previoudy he worked at Muehlbauer AG, Meinen,
Ziegel & Co., and recently at Varetis.

Colin Phillips has been appointed Sales Director of
Dione, UK manufacturer of EFTPOSand Smart Card
terminals. He was Retail Director of Olivetti before
joining Dione as amain board director.

Bull hasappointed Colin Scott to the newly-created
position of Vice President of Business Development
for its North American e-business unit.

Motorolahas promoted Fred Shlapak to Executive
Vice President and President of the Semiconductor
Products Sector (SPS) from Senior VP and assistant
tothe SPSPresident. HereplacesFred Tucker, who
served as Interim President following the departure
of Hector Ruizearlierthisyear,andwhowill continue
his duties as Executive VP and deputy to the Chief
Executive Office. Bill Walker, Senior VP has been
promoted to General Manager from Director of SPS
Order Fulfillment Organisation.

Bluefish Technologies, the recently formed Smart
Card company, has appointed Paul McKenzie as
Operations Manager, and Declan Taylor as Sales
Manager. M ark Castle, until recently General Man-
ager of ORGA Card Systems' Middle Eastern and
Indian operations, has been appointed I nternational
Development Director.

Amino Communications has appointed Jane Jee as
Director of E-services. Previoudy she worked at
Mondex International and at Access.

Proton World has announced the appointments of
Yves Bouguiaux as Vice President, Product Devel-
opment,andGuy Ver nier sasVicePresident, Europe,
Middle East and Africa Sales.

Oberthur Card Systemshas named K en Blakeley as
Chief Financial Officer for consolidation of all
financial activities in the US. Previoudy he was a
financial manager for Atlantic Richfield Company.
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Your Voice: Your Smart Password

Domain Dynamics has put speaker verification on
standard Smart Cards using its tiny-footprint
TESPAR technology. The company has demon-
strated voice authentication that both runs the
verificationcodeandstorestheuser’ svoicetemplate
on Smart Cards and is now looking for partners to
license its technology and bring real security to
remote Smart Card transactions.

“We have startled many industry experts with the
power and compactness of our patented TESPAR
technology and its suitability for use with standard
Smart Cards,” said lan Taylor, Director, Domain
Dynamics. “TESPAR-derived algorithms require
only atiny amount of space - working alongside
other applications even on a standard 8 bit Smart
Card - to verify the key characteristics of an indiv-
idua’s voice.”

A template created from enrolment samples of the
cardholder’svoiceis stored on astandard 8 bit, 8K
byte Java Smart Card. In the transaction process,
the cardholder insertsthe card into the terminal and
gives a speech sample. A verification Applet imp-
lemented in Java byte code then runs on the Smart
Card to determine if the new live voice template
matches the information on the card.

The verification process takes only milliseconds,
while enrolment requires as few as three speech
sampl esandtakesabouttwominutes. Security levels
canbeadjustedto suit specificrequirementsthrough
ateration of the classification strategies deployed
by TESPAR’s verification algorithms.

“The applications of high quality voice authen-
tication on a Smart Card are enormous and it can
easily be integrated with other security method-
ologies such as Public Key Infrastructure (PKI),”
saidlanTaylor. “Itsusein automated e- and m-com-
merce transactions offers obvious potential, but we
also foresee a range of applications from access
control for confidential data to payments made via
TV set-top box or PC.”

Domain Dynamicshaslicensing arrangementswith
ET Voice (a subsidiary of European Telecom) to
incorporate TESPA R voi ceauthenticationandword
recognition technology in mobile phone handsets
and with Earthport.comto provide additional secur-
ity to its Internet-based payment system.

TESPAR (Time Encoded Signal Processing and
Recognition) codes waveforms by dividing the
waveform into sections, mathematically defining
shape, duration and amplitude. The processfor des-
cribing and classifying signal stypically takesabout
200 lines of assembly code.

Contact

B Martin George Domain Dynamics
+44 (0)1793 782793
martin.george@ddl.co.uk
www.ddl.co.uk

G

Cubic Awarded Further Contract

The Chicago Transit Authority (CTA) has awarded
Cubic Transportation Systems a $5.2 million
contract for more equipment for the contactless
Smart Card-enabledintermodal (busandtrain) mass
transit fare collection system which made its debut
this month.

VisaCash CEPS product

CardBA SE Technol ogies has announced the avail-
ability of the VisaCash CEPS, (VCEPS), stored
value product in its suite of card management soft-
ware modules, CardBASE |ssuer, CardBASE Ac-
quirer, CardBASE Clearing & Settlement.

A maor feature is the availability of a backward
compatibl e solution supporting the pre-CEPS Visa
Cash product.

The CardBASE system will allow banks running
VisaCashprogramstomigratefromthecurrent Visa-
Cash system to the globally interoperable VCEPS
based VisaCash system with no disruption to their
cardholders or merchants.

Website
www.cardbase.com

Advanced Card Awards 2001

Details and entry forms for the Advanced Card
Awards2001, whichrunsalongsidethe UK’s Smart
Card 2001 conference and exhibition (20-22 Feb-
ruary), areavailablefrom smart-ventures.com or by
telephoning +44 (0)1733 245841.
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“The SIM Card today and its role in
the future world of 3rd Generation
technologies”

This article will continue over the next two issues

By Declan Taylor of Bluefish Technologies

The 39 Generation (3G) worldiscloser than wethink.
Within 5 years there will be as many as 1.5 hillion
mobile subscribers worldwide, half of whom will be
able to access the Internet from their mobile device.
Within 10 years subscribers will be going about their
daily lives, interacting with an impressive range of
advancedvoi ceand dataservices. By comparison, with
today’s basic and often over-hyped services, this new
wireless era can only be described as being “comm-
unications, but not as we know it!”

Service creators in the future can enjoy distinct
advantages over their engineering led predecessors,
who struggled through the minefields of proprietary
technology. Standardised devel opment environments
will provide greater flexibility and faster times to
market. Subscribers will be empowered to customise
their services for a better user experience and
personalise their service bundles. Advanced Smart
Card security models will unequivocally identify
customers and give them seamless access to multiple
networks and the services they provide. Service
creation in the future will owe a debt of gratitude to
today’s GSM community for their standardisation
effortsin delivering aglobal communications system.
The GSM pioneers had the foresight back then to
recognise the important role the SIM card concept
would play in securing future wireless services.

Forthelast 10yearssubscribershavebeensuccessfully
loggingontoGSM networksusingtheSIM (Subscriber
Identification Module). The SIM is based on secure
microprocessor smart card technology and uses on-
board processing capability and data management
functions to execute the GSM application. The SIM
hasnow evolvedtowardsbeing anintelligent platform
for personalised service delivery. At this point it is
worth reviewing just what the traditiona SIM
functions are.

Firstly, preventing unauthorised accessto the network
viathe handset.

A local PIN check is needed to verify the identity of
theuser. ThePIN checking procedurerequirestheuser
to present a secret four to eight digit PIN number to
the mobile handset. The SIM checks the presented
value against that held in its secure memory and

verifiesif theuserisallowed access. The PIN supports
a“blocking” procedure so that if the PIN is entered
incorrectly three times in succession the SIM blocks
itself, thuspreventing further usage. The SIM canonly
then be unblocked by using its relevant PUK (PIN
UnblockingK ey). Theauthori sed user andthenetwork
arethe only oneswho know this eight-digit code. The
PUK itself also has an associated error counter which
will block the SIM irreversibly if more than ten
incorrect PUK entries are made.

Today the SIM and mobile only support a manually
entered PIN check to validate a user. Looking to the
future, itwill bereasonableinapplicationsfor the SIM
and mobile to support biometric verification of the
user in other applications. The mobile phonetoday is
primarily seen as a communications tool, rather than
a wireless Smart Card reader that could be used to
validate biometric identities in applications such as
driving licenses, passports and health services.

Secondly, providing secureaccessto network services.

Once the PIN check is satisfied, the SIM must prove
to the network that it is valid for use. A classic
challenge-response mechanismisstarted; thenetwork
generates arandom number (RAND), which it sends
to the handset. The handset passes it through to the
SIM withtheinstruction to encrypt thedataand return
the encrypted response (SRES). The SIM then runs
the authentication algorithm (A3) with the inputs of
RAND and the secret subscriber key Ki.

The SIM returns the output of this calculation to the
network viathe handset. The network also carries out
the same cal cul ation and compares the value returned
by the SIM. If both calculations match, the SIM is
alowed to access the network and the user is free to
use the network services. The SIM aso performs a
second calculation using a second algorithm (A8)
giving an output, Key Kc. This output is used by the
handset to encrypt theair interfacein conjunctionwith
another algorithm (A5).

Thirdly, service personalisation functions.

The SIM is a secure portable data storage device that
can be used to personalise the mobile handset for the
user. It storesseveral network parameters(e.g.: TMSI,
IMSI, Ki) and other associated billing data. The SIM
a sostorestheusersphonebook of abbreviateddialling
numbers. In the 3G world onefeature of the new SIM
module known as the USIM (Universal Subscriber
[dentity Module) will bethefunctionality to host more
sophisticated service personalisation functions.
Servicecreatorscan design servicesthat canbereadily
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customised with the users interaction. The SIM
providesoperatorswithanideal mechanismtoachieve
theholy grailsof one-to-onerel ationship management
and one-to-one marketing with customers.

Since being introduced, the SIM has continued to
benefit fromthenumerousadvancesmadeinthe Smart
Card and silicon chip industries. SIM memory sizes
have risen from the humble 3KB and 8KB EEPROM
devices of afew years ago to the 16KB and 32K B of
today. Virgin Mobile's highly publicised launch in
1999, as the UK'’s first VNO (Virtua Network
Operator), took advantage of the latest SIM card
technology by being the first operator to introduce
32K B SIM cardsinto the UK market. Will the market
seeother VNOentrantstakingtheiniti ativeby stepping
into the market with the first 64KB SIMs? To be or
not to be first to market, that is the question fanning
theflameson many aSIM roadmap paper asoperators
try to differentiate their offerings.

In the 2G world the SIM card has been the property
of the network operator and they were relatively free
to develop applications with preferred development
partners. Standardisation within GSM has provided
SIM application devel opers with atoolbox of comm-
ands, which allow them to create new applications.
These commands include the secure downloading of
data OTA (Over the Air) into the SIM and those for
making the SIM “proactive” and capable of triggering
eventsthat areexecutedinthemobileequipment (ME).
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SIM Application Toolkit is just the start in utilising
the full potential of Smart Card capability in the
wireless world. The toolkit specification defines
commands and procedures for running handset
independent SIM Toolkit (STK) applications on the
SIM. This reverses the traditional master-slave
domination of the ME over the SIM and providesthe
SIM with accessto the mobile equipment’ sinterfaces;
thekeypad, screen and theantenna. The SIM canfully
interact with the network by using the bi-directional
communication OTA channel. STK technology
enables remote access for the SIM and is supported
by all phones being manufactured today.

Typicaly SIM-based applications are grouped into
three categories:

L ocation and Information Services, Banking and Fin-
ancial Servicesand Internet access services. Location
/ Information services are already major revenue
generators for leading networks operators. Telecom
ItaliaMobileinltaly, T-Maobil in Germany and Orange
in the UK have already demonstrated the massive
consumer demand for information services. The
Mobile Information Service offered by Orangein the
UK alowsthe user to access arange of services (e.g.
sport, lifestyle and finance) by navigating through a
seriesof menu structuresthat are programmed into the
SIM. The user interacts with the application through
the keypad and sends an information request to the
network.
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The network receives this request and returns the
information to the SIM by an SMSdelivery. The SIM
then displays the information on the screen of the
handset.

Mobile banking services offer a convenient altern-
ative to existing PC or telephone banking services.
Allied Irish Bank’s mobile banking service, running
with the Eircell network, allows customers to access
their bank account from their mobile phone. STK
commandsareusedinthisapplicationtoasore-create
afamiliar user experience for the customer. Making a
service easy to use and familiar to the customer is a
key ingredient in any successful service strategy.

SIM-based solutions are al so being used to accessthe
Internet. WAP hasbeenrdatively slow to take off and
some SIM -based web browsers sol utionshaveal ready
been devel oped to provide access to WA P-based web
sites. As mobile and Internet convergence continues
wewill seetheSIM sroleevolvetomeet market demand
andenhancenew model sof servicedelivery. Intandem
wewill also seethemobilephonetransformitself from
avoice communicator to a personal access device.

In conclusion, SIM-based solutions with commercial
services are aready widespread in the market. Inno-
vative commercial services on 64KB SIM platforms
are eagerly awaited and should be in the market, in
volume, by 2001. These SIMs will be packed with
|eading edge technol ogy that supports a new wave of
applications, which the customer can personalise.
Thesenew applicationswill havethe added advantage
of operating at the faster data rates provided by the
packet based GPRS networks. This marriage of
advanced SIM technol ogy withfaster dataratescreates
a highly lucrative commercial expressway for deliv-
ering new and improved services.
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